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SECTION 1 INTRODUCTION

1.1 GENERAL

The Department of Interior (DOI), Bureau of Indian Affairs (BIA) Office of Justice Services 
(OJS) requires COBWEBS Technologies’ Tangles Web. 

1.2 AWARD TYPE

This is Firm-Fixed-Price (FFP) Contract.

1.3 NORTH AMERICAN INDUSTRY CLASSIFICATION SYSTEM (NAICS) CODE

The NAICS code for this requirement is 513210, Software Publishers, with a Small Business size 
standard of $47,000,000.00.

1.4 PERIOD OF PERFORMANCE

Base year plus four one-year options

1.5 PERFORMANCE LOCATION

Access to the web platform and training will be delivered virtually to users identified post-award, 
provided by the contact below. 

1.6 POINT OF CONTACT

POC: Marcelino ToersBijns
Phone: 505-563-5198 ofc/505-917-9388
Email: marcelino.toersbijns@bia.gov
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SECTION 2 DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK 

2.1 GENERAL REQUIREMENTS

See Attachment 1, Statement of Work (SOW)

2.2 SPECIAL REQUIREMENTS

See Attachment 2, Specifications
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      (a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial products and commercial services:

           (1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or 
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)).

           (2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 
of Pub. L. 115-91).

           (3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

           (4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 
2015).

           (5) 52.233-3, Protest After Award (Aug 1996) ( 31 U.S.C. 3553).

           (6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-
77 and 108-78 ( 19 U.S.C. 3805 note)).

      (b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the 
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial 
products and commercial services:

            _X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Jun 2020), 
with Alternate I (Nov 2021) ( 41 U.S.C. 4704 and 10 U.S.C. 4655).
            _X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 
U.S.C. 3509)).
            __ (3) 52.203-15, Whistleblower Protections under the American Recovery and 
Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment Act of 2009.)
            _X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract 
Awards (Jun 2020) (Pub. L. 109-282) ( 31 U.S.C. 6101 note).
            __ (5) [Reserved].
            __ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 
section 743 of Div. C).
            _ _ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery 
Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).
            _X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with 
Contractors Debarred, Suspended, or Proposed for Debarment. (Nov 2021) ( 31 U.S.C. 6101 
note).
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            _X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility 
Matters (Oct 2018) ( 41 U.S.C. 2313).
            __ (10) [Reserved].
            __ (11) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Oct 2022) ( 15 
U.S.C. 657a).
            __ (12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Oct 2022) (if the offeror elects to waive the preference, it shall so indicate in its offer) 
( 15 U.S.C. 657a).
            __ (13) [Reserved]
          __ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2020) ( 15 U.S.C. 
644).
                  __ (ii) Alternate I (Mar 2020) of 52.219-6.
          __ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (Nov 2020) ( 15 U.S.C. 
644).
                  __ (ii) Alternate I (Mar 2020) of 52.219-7.
            _X_ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C. 
637(d)(2) and (3)).
          __ (17) (i) 52.219-9, Small Business Subcontracting Plan (Oct 2022) ( 15 U.S.C. 
637(d)(4)).
                  __ (ii) Alternate I (Nov 2016) of 52.219-9.
                  __ (iii) Alternate II (Nov 2016) of 52.219-9.
                  __ (iv) Alternate III (Jun 2020) of 52.219-9.
                  __ (v) Alternate IV (Sep 2021) of 52.219-9.
          __ (18) (i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) ( 15 U.S.C. 644(r)).
                  __ (ii) Alternate I (Mar 2020) of 52.219-13.
            _X_ (19) 52.219-14, Limitations on Subcontracting (Oct 2022) ( 15 U.S.C. 637s).
            __ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Sep 2021) ( 15 U.S.C. 
637(d)(4)(F)(i)).
            __ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside 
(Oct 2022) ( 15 U.S.C. 657f).
          _X_ (22) (i) 52.219-28, Post Award Small Business Program Rerepresentation (Oct 2022) 
( 15 U.S.C. 632(a)(2)).
                  __ (ii) Alternate I (Mar 2020) of 52.219-28.
            __ (23) 52.219-29, Notice of Set-Aside for, or Sole-Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Oct 2022) ( 15 U.S.C. 637(m)).
            __ (24) 52.219-30, Notice of Set-Aside for, or Sole-Source Award to, Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program (Oct 
2022) ( 15 U.S.C. 637(m)).
            __ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) ( 
15 U.S.C. 644(r)).
            __ (26) 52.219-33, Nonmanufacturer Rule (Sep 2021) ( 15U.S.C. 637(a)(17)).
            _X_ (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755).
            _X_ (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Dec 
2022) (E.O.13126).
            _X_ (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
          _X_ (30) (i) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246).
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                  __ (ii) Alternate I (Feb 1999) of 52.222-26.
          _X_ (31) (i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C. 4212).
                  __ (ii) Alternate I (Jul 2014) of 52.222-35.
          _X_ (32) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) ( 29 
U.S.C. 793).
                  __ (ii) Alternate I (Jul 2014) of 52.222-36.
            _X_ (33) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C. 4212).
            _X_ (34) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496).
          _X_ (35) (i) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 
78 and E.O. 13627).
                  __ (ii) Alternate I (Mar 2015) of 52.222-50 ( 22 U.S.C. chapter 78 and E.O. 13627).
            _X_ (36) 52.222-54, Employment Eligibility Verification (May 2022) (Executive Order 
12989). (Not applicable to the acquisition of commercially available off-the-shelf items or 
certain other types of commercial products or commercial services as prescribed in FAR 
22.1803.)
          __ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–
Designated Items (May 2008) ( 42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition 
of commercially available off-the-shelf items.)
                  __ (ii) Alternate I (May 2008) of 52.223-9 ( 42 U.S.C. 6962(i)(2)(C)). (Not applicable 
to the acquisition of commercially available off-the-shelf items.)
            __ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O. 13693).
            __ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment 
and Air Conditioners (Jun 2016) (E.O. 13693).
          __ (40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514).
                  __ (ii) Alternate I (Oct 2015) of 52.223-13.
          __ (41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 
13423 and 13514).
                  __ (ii) Alternate I (Jun2014) of 52.223-14.
            __ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (May 2020) ( 42 
U.S.C. 8259b).
          __ (43) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products 
(Oct 2015) (E.O.s 13423 and 13514).
                  __ (ii) Alternate I (Jun 2014) of 52.223-16.
            _X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While 
Driving (Jun 2020) (E.O. 13513).
            __ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693).
            __ (46) 52.223-21, Foams (Jun2016) (E.O. 13693).
          __ (47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a).
                  __ (ii) Alternate I (Jan 2017) of 52.224-3.
          _X_ (48) (i) 52.225-1, Buy American-Supplies (Oct 2022) ( 41 U.S.C. chapter 83).
                  __ (ii) Alternate I (Oct 2022) of 52.225-1.
          __ (49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (Dec 2022) 
( 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, 19 
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U.S.C. chapter 29 (sections 4501-4732), Public Law 103-182, 108-77, 108-78, 108-286, 108-
302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.
                  __ (ii) Alternate I [Reserved].
                  __ (iii) Alternate II (Dec 2022) of 52.225-3.
                  __ (iv) Alternate III (Jan 2021) of 52.225-3.
                  __ (v) Alternate IV (Oct 2022) of 52.225-3.
            __ (50) 52.225-5, Trade Agreements (Dec 2022) ( 19 U.S.C. 2501, et seq., 19 U.S.C. 
3301 note).
            _X_ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Feb 2021) (E.O.’s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the 
Department of the Treasury).
            __ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).
            __ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) ( 42 
U.S.C. 5150).
            __ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov2007) ( 42 U.S.C. 5150).
            __ (55) 52.229-12, Tax on Certain Foreign Procurements (Feb 2021).
            __ (56) 52.232-29, Terms for Financing of Purchases of Commercial Products and 
Commercial Services (Nov 2021) ( 41 U.S.C. 4505, 10 U.S.C. 3805).
            __ (57) 52.232-30, Installment Payments for Commercial Products and Commercial 
Services (Nov 2021) ( 41 U.S.C. 4505, 10 U.S.C. 3805).
            _X_ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award 
Management (Oct2018) ( 31 U.S.C. 3332).
            __ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 
Management (Jul 2013) ( 31 U.S.C. 3332).
            __ (60) 52.232-36, Payment by Third Party (May 2014) ( 31 U.S.C. 3332).
            _X_ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) ( 5 U.S.C. 552a).
            __ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) ( 15 U.S.C. 
637(d)(13)).
          __ (63) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels 
(Nov 2021) ( 46 U.S.C. 55305 and 10 U.S.C. 2631).
                  __ (ii) Alternate I (Apr 2003) of 52.247-64.
                  __ (iii) Alternate II (Nov 2021) of 52.247-64.
      (c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial products and commercial services:

            __ (1) 52.222-41, Service Contract Labor Standards (Aug 2018) ( 41 U.S.C. chapter67).
            __ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) ( 29 
U.S.C. 206 and 41 U.S.C. chapter 67).
            __ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (Multiple Year and Option Contracts) (Aug 2018) ( 29 U.S.C. 206 and 41 U.S.C. 
chapter 67).
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            __ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (May 2014) ( 29U.S.C.206  and 41 U.S.C. chapter 67).
            __ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) ( 41 U.S.C. chapter 67).
            __ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May 2014) ( 41 U.S.C. chapter 67).
            _X_ (7) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 
14026 (Jan 2022).
            _X_ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 
13706).
            __ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) 
( 42 U.S.C. 1792).
      (d) Comptroller General Examination of Record. The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of 
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

           (1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract.

           (2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved.

           (3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law.

      (e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1), in a subcontract for commercial products or commercial services. Unless 
otherwise indicated below, the extent of the flow down shall be as required by the clause-
                (i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 
U.S.C. 3509).

                (ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements 
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
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Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)).

                (iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services 
Developed or Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 
of Pub. L. 115-91).

                (iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

                (v) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds the applicable threshold specified in 
FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in 
lower tier subcontracts that offer subcontracting opportunities.

                (vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

                (vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246).

                (viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C. 4212).

                (ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) ( 29 
U.S.C. 793).

                (x) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C. 4212).

                (xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations 
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40.

                (xii) 52.222-41, Service Contract Labor Standards (Aug 2018) ( 41 U.S.C. chapter 67).

                (xiii) (A) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 
78 and E.O 13627).
                     (B) Alternate I (Mar 2015) of 52.222-50 ( 22 U.S.C. chapter 78 and E.O. 13627).

                (xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) ( 41 U.S.C. chapter 67).

                (xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May 2014) ( 41 U.S.C. chapter 67).

                (xvi) 52.222-54, Employment Eligibility Verification (May 2022) (E.O. 12989).
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                (xvii) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 
14026 (Jan 2022).

                (xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 
13706).

                (xix) (A) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a).
                     (B) Alternate I (Jan 2017) of 52.224-3.

                (xx) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

                (xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 
2020) ( 42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 
52.226-6.

                (xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 
2021) ( 46 U.S.C. 55305 and 10 U.S.C. 2631). Flow down required in accordance with paragraph 
(d) of FAR clause 52.247-64.

           (2) While not required, the Contractor may include in its subcontracts for commercial 
products and commercial services a minimal number of additional clauses necessary to satisfy its 
contractual obligations.

(End of clause)

Alternate I (Feb 2000). As prescribed in 12.301(b)(4)(i), delete paragraph (d) from the basic 
clause, redesignate paragraph (e) as paragraph (d), and revise the reference to "paragraphs (a), 
(b), (c), or (d) of this clause" in the redesignated paragraph (d) to read "paragraphs (a), (b), and 
(c) of this clause".

Alternate II (Dec 2022). As prescribed in 12.301(b)(4)(ii), substitute the following paragraphs 
(d)(1) and (e)(1) for paragraphs (d)(1) and (e)(1) of the basic clause as follows:

(d)(1) The Comptroller General of the United States, an appropriate Inspector General appointed 
under section 3 or 8 G of the Inspector General Act of 1978 ( 5 U.S.C. App.), or an authorized 
representative of either of the foregoing officials shall have access to and right to—

(i) Examine any of the Contractor’s or any subcontractors’ records that pertain to, and involve 
transactions relating to, this contract; and

(ii) Interview any officer or employee regarding such transactions.
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(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), and (c), of this 
clause, the Contractor is not required to flow down any FAR clause in a subcontract for 
commercial products or commercial services, other than—

(i) Paragraph (d) of this clause. This paragraph flows down to all subcontracts, except the 
authority of the Inspector General under paragraph (d)(1)(ii) does not flow down; and

(ii) Those clauses listed in this paragraph (e)(1). Unless otherwise indicated below, the extent of 
the flow down shall be as required by the clause-

(A) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 U.S.C. 3509).

(B) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act 
of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5).

(C) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or 
Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 of Pub. L. 
115-91).

(D) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(E) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C. 637(d)(2) and (3)), 
in all subcontracts that offer further subcontracting opportunities. If the subcontract (except 
subcontracts to small business concerns) exceeds the applicable threshold specified in FAR 
19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier 
subcontracts that offer subcontracting opportunities.

(F) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(G) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

(H) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C. 4212).

(I) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) ( 29 U.S.C. 793).

(J) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 
52.222-40.

(K) 52.222-41, Service Contract Labor Standards (Aug 2018) ( 41 U.S.C. chapter 67).

(L) ___ (1) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 78 and 
E.O 13627).

___ (2) Alternate I (Mar 2015) of 52.222-50 ( 22 U.S.C. chapter 78 and E.O. 13627).



Award Number
140A1623C0002

Document Title
COBWEBS Technologies Tangles

Page 17 of 20

(M) 52.222-51, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) ( 41 U.S.C. chapter 67).

(N) 52.222-53, Exemption from Application of the Service Contract Labor Standards to 
Contracts for Certain Services-Requirements (May 2014) ( 41 U.S.C. chapter 67).

(O) 52.222-54, Employment Eligibility Verification (May 2022) (Executive Order 12989).

(P) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (Jan 
2022).

(Q) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706).

(R) (1) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a).

(2) Alternate I (Jan 2017) of 52.224-3.

(S) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 
2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

(T) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (Jun 2020) ( 42 
U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(U) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) ( 46 
U.S.C. 55305 and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of 
FAR clause 52.247-64.

52.217-8 Option to Extend Services (Nov 1999)

The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. The 
Contracting Officer may exercise the option by written notice to the Contractor within  10 days. 

(End of clause)

52.217-9 Option to Extend the Term of the Contract (Mar 2000)

      (a) The Government may extend the term of this contract by written notice to the Contractor 
within __15 days___ ; provided that the Government gives the Contractor a preliminary written 
notice of its intent to extend at least 10 days before the contract expires. The preliminary notice 
does not commit the Government to an extension.
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      (b) If the Government exercises this option, the extended contract shall be considered to 
include this option clause.

      (c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed 5 years.

(End of clause)

3.2 CUSTOM CLAUSES

CUSTOM CLAUSE #1 – Invoicing Requirements Electronic Invoicing and Payment 
Requirements – Internet Payment Platform (IPP) (April 2013)

Payment requests must be submitted electronically through the U. S. Department of the 
Treasury's Internet Payment Platform System (IPP).  "Payment request" means any request for 
contract financing payment or invoice payment by the Contractor.  To constitute a proper 
invoice, the payment request must comply with the requirements identified in the applicable 
Prompt Payment clause included in the contract.  The IPP website address is: 
https://www.ipp.gov.  Under this contract, the following documents are required to be submitted 
as an attachment to the IPP invoice:

Invoice Contents:

Invoices will be paid upon approval and acceptance by the Government COR.   Invoices 
must include, as a minimum, the following information:

1. Order Number
2. Item number of deliverable
3. Description of deliverable
4. Price of deliverable
5. Quantity of deliverable
6. Date deliverable was provided to the Government for inspection
7. Serial number/part number if applicable

The contractor is responsible for ensuring invoices submitted are accurate and complete

Additional supporting documentation MAY BE REQUESTED at the discretion of the COR

Final Invoice
Within sixty calendar days of product acceptance and/or completion of services:

a. The contractor shall submit a final invoice, designated as such by a clear statement of 
“FINAL INVOICE” on the face of the invoice document.

b. The contractor shall provide a certificate of completion which certifies all goods and 
service have been provided as required by this award.
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c. The contractor shall provide a release of claims against the government for any 
further payment under this award.

The sixty calendar day submission timeframe shall not be extended without written authorization 
from the contracting officer.  In the event items a, b, or c above are not submitted within the 
authorized timeframe, the contracting officer will make final cost determinations in order to 
make final payment and close out the contract unilaterally.

The Contractor must use the IPP website to register, access and use IPP for submitting requests 
for payment.  The Contractor Government Business Point of Contact (as listed in CCR) will 
receive enrollment instructions via email from the Federal Reserve Bank of Boston (FRBB) 
within 3 – 5 business days of the contract award date.  Contractor assistance with enrollment can 
be obtained by contacting the IPP Production Helpdesk via email ippgroup@bos.frb.org or 
phone (866) 973-3131.

If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for 
payment, the Contractor must submit a waiver request in writing to the contracting officer with 
its proposal or quotation.

To constitute a proper invoice, the invoice must conform to the requirements identified in FAR 
32.905(b), “Payment Documentation and Process” and FAR 52.232-25, “Prompt Payment (OCT 
2003)”.

(End of clause)

CUSTOM CLAUSE #2 – NOTICE REGARDING LATE DELIVERY/DELAYED 
PERFORMANCE

The contractor will immediately notify the Contracting Officer in writing in the event the 
contractor encounters difficulty in performance by giving pertinent details, including the date by 
which it expects to complete performance or make delivery.  However, the notification will be 
informal only in character and will not be construed as a waiver by the Government of any 
contractual delivery schedule or date, or any rights or remedies provided by law or under this 
effort.

(End of clause)
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SECTION 4 ATTACHMENTS

1. SOW
2. Specifications

END



STATEMENT OF WORK 

SUMMARY OF WORK: 

The BIA/OJS Missing & Murdered Unit needs a singular web-based platform which has the ability to search, 
monitor, analyze, collect, and provide alerts regarding open-source information, publicly available 
information, and commercially available information to assist with investigative efforts. This platform needs to 
have the ability to obtain this information from the open, deep, and dark web. Additionally, a platform will 
need the ability to view geo-signals such as those provided by mobile applications which have location data 
associated with it. Having the ability to analyze such data in a timely manner will greatly increase the unit’s 
ability to locate suspects, missing person, and build a relationship graph for investigative purposes. The ability 
to view geo-signals from mobile application will provide special agents with an unapparelled ability to develop 
investigative leads regarding unsolved homicide investigations and missing person investigations.  

There is a commercially available platform which offers the stated capabilities. Select MMU employees will 
gain access to this resource for use.  

RESOURCE REQUIREMENTS:  

The resource needs to be able to have: 

Platform: The resource needs to be a singular web-based platform which offers all capabilities described 
below. The resource will need to allow a minimum of three users from the unit to have separate accounts with 
login credentials.  

Continuous Web Monitoring: The resource must have the ability to conduct real time and continuous web 
monitoring of the open, deep, and dark web. The resource needs the ability to monitor (through open-source 
data) social media platforms, individual persons, phone numbers, and emails (username). Additionally, the 
resource needs the ability to search, monitor, analyze, collect, and provide alerts regarding open-source 
information, publicly available information, and commercially available information. 

Analytics: The resource must have the combined ability to conduct deep analysis, monitor, digest warrant 
returns, gather geo-location data, provide graph analytics, and generate reports in one platform. 

Specialized Capabilities: The resource needs the ability to detect objects, conduct optical character 
recognition, natural language processing, and image matching. The resource will need the ability to track 
phones/mobile devices through their Mobile Advertisement ID (MAID) by utilizing a geofencing function.  

Search Capabilities: The resource needs the ability to combine intelligence with geolocation intelligence. The 
resource needs the ability for the users to create geofences around designated locations and retrieve geo-
location data from phones/mobile devices within the geofence. The resource will need to allow the user to 
track the mobile device’s location history. The resource will need to store geo-location data for at least three 
years.  

Workflow: The resource needs the ability to create workflows and allow the user to track updates.  

Administrative Requirements: The resource must not need government computer network access in addition 
to no desktop application being required. The system should be web based where selected MMU staff (having 
appropriate government security clearance), can gain access to the resource website, enter the password 
protected site and conducted investigative searches and analysis. 



Selected MMU employees will be designated as the point of contact within the BIA/OJS MMU as they will be 
expected to gain access to the resource having these capabilities. When the requested information is obtained 
from the resource, the MMU selected employees will be able to provide the information directly to the special 
agent who made the request for assistance. 

DELIVERABLES: 

1. The resource needs to be operational outside of government network systems and be web-based.  
2. Be available for access 24 hours a day. 
3. It is imperative that any data generated by the resource be kept confidential and not accessible to any 

outside entity with direct permission from a MMU supervisory special agent. 
4. The resource needs to maintain the data indefinitely or have the ability to download the data in the 

event it is needed for future court proceedings. 
5. Perform the required services within two weeks (14 calendar days) after date of award. 
6. Detailed Specifications (attached) 
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DESCRIPTION QUANTITY 
SINGULAR WEB-BASED INTELLIGENCE PLATFORM WHICH INCLUDES 
THE FOLLOWING: 

1 

LOGIN NAMED USERS (MINIMUM) 3 
CLOUD BASED PLATFORM  
MONTHLY SEARCHES PER USER (MINIMUM) 400 
MONTHLY ANALYSIS PER USER (MINIMUM) 200 
MONITORING ALERTS PER SYSTEM (MINIMUM) 10 
PLATFORM MUST HAVE/PERFORM:  

1. MUST OPTIMIZE AND FULLY AUTOMATE WEB INTELLIGENCE 
(WEBINT) GATHERING AND ANALYSIS PROCESSES FROM 
DIFFERENT LAYERS OF THE WEB (OPEN, DEEP & DARK) FOR 
BOTH TARGET AND TOPIC CENTRIC INVESTIGATIONS 
WITHOUT THE NEED TO MAINTAIN CRAWLERS OR AVATARS. 

 

2. MUST HAVE AI-POWERED MODULES OF IMAGE & VISAGE 
MATCHING, LANDMARK RECOGNITION, AND OPTICAL 
CHARACTER RECOGNITION (OCR). 

 

3. MUST BE A SIMPLIFIED, EASY SYSTEM TO USE FOR NON-IT 
EMPLOYEES WITH A BASIC COMPUTER BACKGROUND. 

 

4. MUST COMPLYING WITH SECURITY CONSTRAINTS AND 
MAINTENANCE PRACTICES. 

 

5. MUST ALLOW CONCURRENT USAGE OF SEARCH AND 
ANALYSIS TOOLS. 

 

6. MUST HAVE COMPREHENSIVE CASE AND PROJECT 
MANAGEMENT TOOLS FOR INTEL AGGREGATION. 

 

7. MUST SUPPORT COMPLEX QUERIES FOR OPTIMIZED 
SEARCHING THROUGH DIFFERENT LAYERS OF THE WEB. 

 

8. MUST HAVE SOCIAL MEDIA POST ANALYSIS CAPABILITY, 
INCLUDING SENTIMENTS AROUND A POST. 

 

9. MUST PROVIDE ON PREMISE AND CLOUD DEPLOYMENT 
OPTION. 

 

10. MUST HAVE INTEGRATED COMPREHENSIVE VISUAL LINK 
ANALYSIS TOOL WITH GROUPING CAPABILITIES. 

 

11. MUST PROVIDE ACCESS AND THE ABILITY TO SEARCH THE 
DARK WEB INCLUDING TOR, I2P, IRC, OPENBAZAAR, AND 
ZERONET 

 

12. MUST HAVE MULTI-LANGUAGE SUPPORT WITH THE ABILITY 
TO AUTOMATICALLY CLASSIFY, UNDERSTAND THE 
CONTENT, AND EXTRACT THE ENTITIES IN THE TEXT VIA ITS 
NATURAL LANGUAGE PROCESSING CAPABILITIES (NLP), 
INCLUDING IDENTIFICATION OF SENTIMENTS IN 
MULTILINGUAL TEXTS.  
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13. MUST BE SCALABLE TO SUPPORT EXPANDING ENTERPRISES 
AND OPERATIONS. 

 

14. MUST HAVE A CENTRALIZED ADMINISTRATION CAPABILITY 
THAT WILL ENABLE SYSTEM ADMINISTRATORS TO ADD 
USERS, CHANGE PROJECT ASSIGNMENTS, INCLUDING 
USERS’ ROLE SETTINGS FOR ANALYSTS, ADMINISTRATORS, 
AND TEAM LEADERS. 

15. MUST RUN ON WINDOWS 10, 8 & 7 BROWSER APPLICATION 
WITH MULTIPLE BROWSER TABS SUPPORT. 

 

16. MUST BE CAPABLE OF CONSUMING AND INTEGRATING WITH 
3RD PARTY DATABASES. 

 

17. MUST BE CAPABLE OF OPERATING WHEN RUNNING IN A 
VIRTUAL, PHYSICAL HYBRID OR ON A CLOUD ENVIRONMENT. 

 

18. MUST HAVE ROBUST DATABASE OF SEARCHABLE, 
AUDITABLE ON - CHAIN ACTIVITY. 

 

19. MUST ALLOW ADMINISTRATOR TO ASSIGN PROJECTS TO 
RELEVANT USERS. 

 

20. MUST HAVE A DASHBOARD THAT ALLOWS THE USER TO 
SEARCH, ANALYZE, AND OBTAIN DATA FROM ACROSS THE 
WEB TO ASSIST THE USER TO FIND RELATIONS, KEY 
ENTITIES, AND CRUCIAL INTELLIGENCE WITHIN A VAST 
AMOUNT OF DATA IN A TIMELY MANNER. 

 

21. MUST HAVE A CASE MANAGEMENT TOOL THAT HELPS 
OPTIMIZE INVESTIGATIONS WITH AN ORGANIZED METHOD 
OF GROUPING, LINKING, AND SHARING CASE-SPECIFIC DATA 
AND ANALYSIS. 

 

22. MUST HAVE THE ABILITY TO ENABLE SHARING OF 
INTELLIGENCE INFORMATION BETWEEN MULTIPLE USE. 

 

23. MUST HAVE THE ABILITY TO COMPLETE SEARCHES WITHIN 1 
MINUTE AND A PROFILE ANALYSIS WITHIN 25 MINUTES. 

 

24. MUST HAVE THE CAPABILITY TO ANALYZE INFORMATION IN 
REAL TIME, AND PRESENT RETRIEVED INFORMATION IN AN 
EASY-TO-USE INTERFACE. 

 

25. MUST HAVE THE ABILITY TO ENABLE THE USER TO QUERY 
HISTORICAL DATA.  

 

26. MUST HAVE EXTRACTING CAPABILITY OF SOCIAL MEDIA 
CONTENT FROM VARIOUS SOCIAL MEDIA PLATFORMS 
INCLUDING, BUT NOT LIMITED TO FACEBOOK, TWITTER, 
INSTAGRAM, YOUTUBE, LINKEDIN, FLICKR, TUMBLR, 
VKONTAKTE, GOOGLE+, TIK TOK, TINDER, WEIBO, VIBER, 
TWITCH, REDDIT, PARLER, GAB, AND SNAP CHAT. 

 

27. MUST SUPPORT ADDING AND RETRIEVING FROM ANY 
OPEN-WEB TYPE OF FORUMS, BLOGS, PORTALS, SOCIAL 
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NEWS, NEWSLETTERS, NEWS SITES, MEDIA-SHARING 
PLATFORMS, SEARCH ENGINES, PASTE WEBSITES, ETC. 

28. MUST PROVIDE REVERSE IMAGE SEARCH WHERE THE 
ANALYST CAN PROVIDE A URL OR UPLOAD AN IMAGE TO 
DISCOVER VISUALLY SIMILAR IMAGES FROM AROUND THE 
WEB. 

 

29. MUST PROVIDE ACCESS TO THE PARTS OF THE INTERNET 
WHOSE CONTENTS ARE NOT INDEXED BY STANDARD 
SEARCH ENGINES. 

 

30. MUST HAVE THE ABILITY TO GATHER INFORMATION FROM 
THE DARK WEB SITES WHICH ARE NON-EXISTING ON 
REGULAR SEARCH ENGINES, INACCESSIBLE BY STANDARD 
COMMERCIAL WEB BROWSERS AND NOT LISTED ON 
INTERNET CORPORATION FOR ASSIGNED NAMES AND 
NUMBERS (ICANN). 

 

31. MUST DISPLAY ACCOUNTS OR USER NAMES FOR 
MESSAGING SOURCES SUCH AS WHATSAPP, VIBER, 
TELEGRAM, SKYPE, TRUECALLER, ETC., IF AVAILABLE. 

 

32. MUST BE ABLE TO SEARCH BY AREA ON A MAP VIA USE OF 
POLYGONS / RADIUS. 

 

33. MUST HAVE THE ABILITY TO PROVIDE AN INTERFACE TO 
UPLOAD AN IMAGE OR PROVIDE URL.  THE SYSTEM SHOULD 
THEN SEARCH FOR THE IMAGE IN CONNECTED DATABASES. 

 

34. MUST BE ABLE TO SAVE ALL SEARCH RESULTS AND 
REPRESENT VISUAL LINK ANALYSIS OF VARIOUS SEARCHES 
TO FIND CONNECTIONS BETWEEN LEADS. 

 

35. MUST BE ABLE TO EXTRACT LOCATION INFORMATION 
BASED ON COLLECTED POSTS, CONVERTING TEXT LOCATION 
TO GEOGRAPHICAL ADDRESSES. 

 

36. MUST BE ABLE TO CAPTURE THE ACTIVITY AND PATTERNS 
OF THE SUBJECT, FOR EXAMPLE THE ACTIVITY AND VOLUME 
PER DAY OF THE WEEK, PLATFORMS BEING USED, AND 
AUTOMATIC DETECTION OF THE LANGUAGE BEING USED.   

 

37. MUST HAVE THE CAPABILITY TO GENERATE PREDEFINED AND 
AUTOMATIC ALERTS IN REAL TIME. 

 

38. MUST PROVIDE A VISUAL TIMELINE FEATURE WHICH WILL 
ENABLE END USERS TO DISCOVER HOW DATA EVOLVED FOR 
ANY RELATED ANALYSIS OVER A PERIOD OF TIME USING THIS 
TIMELINE. USERS SHOULD HAVE FEATURE LIKE PLAY, PAUSE, 
SHRINK, EXPAND, FORWARD AND REWIND FOR ASSISTING IN 
INVESTIGATIONS. 

 

39. MUST TRIGGER AN ALERT WHEN A MATCH IS FOUND BASED 
ON THE KEY WORDS, EMOJI STRINGS OR USER ACTIONS. 
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40. MUST COMBINE THE POWER OF THE INTERNET, INCLUDING 
SOCIAL MEDIA AND DARK WEB, INTELLIGENCE, DEEP 
ANALYSIS, WARRANT RETURN INGESTION FROM META, 
GOOGLE, TWITTER AND SNAPCHAT (FOR LAW 
ENFORCEMENT), AND REPORT GENERATION INTO ONE 
SEAMLESS INTERFACE FOR IDENTITY ATTRIBUTION, 
PATTERNS, FILTERING, AND MORE, INTO A SINGULAR 
PLATFORM. 

 

41. MUST INTEGRATE AI CAPABILITIES INCLUDING OBJECT 
DETECTION, OPTICAL CHARACTER RECOGNITION, AND 
IMAGE MATCHING. 

 

42. MUST HAVE DEDICATED QUALIFIED PRACTITIONERS TO 
PROVIDE TRAINING/GUIDANCE OF PLATFORM TO ENSURE 
CLIENT SUCCESS. 

 

43. MUST HAVE SINGLE SIGN ON CAPABILITY AND TWO FACTOR 
AUTHENTICATION TO ENHANCE THE CUSTOMER 
EXPERIENCE AND SECURITY. 

 

44. MUST HAVE BEGAN STORING DATA TWO YEARS PRIOR TO 
CONTRACT DATE. 

 

 
DELIVERABLES: 
 

NEEDS TO OPERATE OUTSIDE OF GOVERNMENT NETWORK SYSTEMS  
WEB-BASED  
AVAILABLE ACCESS 24-HOURS A DAY  
IMPERATIVE THAT MOBILIZATION TIME, EXECUTION TIME AND ANY 
DATA GENERATED BY THE PLATFORM BE KEPT CONFIDENTIAL AND 
NOT ACCESSIBLE BY ANY OTHER OUTSIDE ENTITY OTHER THAN AS 
ALLOWED BY LAW ENFORCEMENT 

 

NEEDS TO MAINTAIN DATA INDEFINITELY OR ALLOW USER TO 
DOWNLOAD DATA IN THE EVENT DATA IS NEEDED FOR FUTURE 
COURT PROCEEDINGS 

 

PERFORM REQUIRED SERVICES WITHIN TWO WEEKS (14 CALENDAR 
DAYS) AFTER DATE OF AWARD 

 

USER SUPPORT FOR ALL AUTHORIZED USERS IN CASE OF SOFTWARE 
ISSUES.  

 

 
TRAINING: 
 

TRAINING  ACCESS TO SELF PACED TRAINING FOR ALL USERS. 
TRAINING MINIMUM TWO-HOUR QUICK START TRAINING 
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DELIVERY AND CONTACT INFORMATION: 
 
DELIVERY:  POINT OF CONTACT: 
Unit Chief Marcelino Toersbijns 
BIA OJS MMU 
1001 Indian School Rd, STE 298c 
Albuquerque, NM 87102 
 
PH: (505) 563-5198 
C: (505)-917-9388 
 

Unit Chief Marcelino Toersbijns 
BIA OJS MMU 
1001 Indian School Rd, STE 298c 
Albuquerque, NM 87102 
 
PH: (505) 563-5198 
C: (505)-917-9388 
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RE: [EXTERNAL] RE: 140A1623C0002 for Signature

Paul Norton <Paul.Norton@cobwebs.com>
Mon 3/27/2023 8:27 AM

To: Straniere, Athena A Athena.Straniere@bia.gov
Cc: Charlie Stone < >;Toersbijns, Marcelino
<Marcelino.Toersbijns@bia.gov>;Morrison, Ramona <Ramona.Morrison@bia.gov>
Thank you – we look forward to suppor�ng your mission!
 
As a next step, we would like to schedule a kick off call (~30 minutes) to review the award and discuss account set
up and training.
 
We will have the system available for your use this week and can get your users set up following a call. 
 
During the kick off call, we would like to discuss:
 

On boarding process
Contact informa�on for your named users
Iden�fy who will serve as your Account Administrator
Introduce teams and roles
Training Dates/Times  - quick start training (2 hours) and other training included (8 hours)
Other?

 
Please let me know a few convenient �mes for a call and I’ll confirm and send a mee�ng invite.
 
My contact informa�on is below if I can answer any ques�ons.
 
 
Best,
 
 
Paul Norton | Sales Manager, Federal  
Mobile 

Website www.cobwebs.com 
 
From: Straniere, Athena A Athena Straniere@bia gov
Sent: Monday, March 27, 2023 9:46 AM
To: Paul Norton Paul Norton@cobwebs com
Cc: Charlie Stone < ; Toersbijns, Marcelino <Marcelino.Toersbijns@bia.gov>;
Morrison, Ramona Ramona Morrison@bia gov
Subject: Re: [EXTERNAL] RE: 140A1623C0002 for Signature
 
Hi Paul,
 
Please see a�ached fully executed copy for your records, thank you.
 
Athena Straniere
Contrac�ng Officer

Division of Acquisition Management 

(b) (6)

(b) (6)

(b) (6)
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U.S Department of the Interior, Indian Affairs 

12201 Sunrise Valley Drive

Mail Stop  244

Reston  VA  20192

From: Paul Norton <Paul.Norton@cobwebs.com>
Sent: Monday, March 27, 2023 7 20 AM
To: Straniere, Athena A <Athena.Straniere@bia.gov>
Cc: Charlie Stone 
Subject: [EXTERNAL] RE: 140A1623C0002 for Signature
 

 

 This email has been received from outside of DOI  Use cau�on before clicking on links, opening
a�achments, or responding.  

 

Good Morning!
 
A signed copy of the award is a�ached.
 
As a next step, we will be in contact with Unit Chief Marcelino Toersbijns to coordinate training and delivery.
 
Best,
 
 
Paul Norton | Sales Manager, Federal  
Mobile 

Website www.cobwebs.com 
 
From: Straniere, Athena A <Athena.Straniere@bia.gov>
Sent: Friday, March 24, 2023 4:41 PM
To: Paul Norton <Paul.Norton@cobwebs.com>
Cc: Charlie Stone <
Subject: 140A1623C0002 for Signature
 
Hi Paul,
 
Please review, sign, and return the a�ached award. If you have any ques�ons let me know, thank you.
 
Athena Straniere
Contrac�ng Officer

Division of Acquisition Management 

(b) (6)

(b) (6)

(b) (6)
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U.S Department of the Interior, Indian Affairs 

12201 Sunrise Valley Drive

Mail Stop  244

Reston  VA  20192

From: Paul Norton <Paul.Norton@cobwebs.com>
Sent: Thursday, March 23, 2023 10 40 AM
To: Straniere, Athena A <Athena.Straniere@bia.gov>
Cc: Charlie Stone 
Subject: [EXTERNAL] Cobwebs Quote in Response to 140A1623Q0034
 

 

 This email has been received from outside of DOI  Use cau�on before clicking on links, opening
a�achments, or responding.  

 

Good A�ernoon!
 
Cobwebs offer in response to the Bureau of Indian Affairs (BIA) Request for Quote (RFQ) 140A1623Q0034 is
a�ached.
 
Please confirm �mely receipt when you have a moment.
 
Cobwebs offer is based on our Tangles inves�ga�ve pla�orm and meets 100% of the func�onal requirements set
forth in the RFQ.
 
Our response includes:
 

SF 1449
End User Licensing Agreement (EULA) for the required so�ware
Price Quote

 
We note a 1 April 2023 start to the Period of Performance and would appreciate understanding if an award will be
made before then to facilitate a poten�al deployment.
 
We look forward to suppor�ng your opera�ons and please let me know if we can answer any ques�ons.
 
Best,
 
Paul Norton | Sales Manager, Federal  
Mobile 

Website www.cobwebs.com 
 

(b) (6)

(b) (6)
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20001   Option Year 2: IA_COBWEBS SUBSCRIPTION

(Option Line Item)

Product/Service Code:  DA10

Product/Service Description: IT AND TELECOM -

BUSINESS APPLICATION/APPLICATION DEVELOPMENT

SOFTWARE AS A SERVICE
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SECTION 1 INTRODUCTION

1.1 GENERAL

This is a request for quote for COBSWEBS Technologies’ Tangles Web Platform at BIA. 

This solicitation document and incorporated provisions and clauses are those in effect through 
Federal Acquisition Circular (FAC) 2023-01 effective December 30, 2022.

1.2 AWARD TYPE

The Government contemplates a Sole Source Firm-Fixed-Price (FFP) Purchase Order.

1.3 SET ASIDE

This requirement is Sole Source in accordance with FAR 13.501(a).

1.4 NORTH AMERICAN INDUSTRY CLASSIFICATION SYSTEM (NAICS) CODE

The NAICS code for this requirement is 513210, Software Publishers, with a Small Business size 
standard of $47,000,000.00.

1.5 ANTICIPATED PERIOD OF PERFORMANCE

Base year plus four one-year options

1.6 PERFORMANCE LOCATION

Access to the web platform and training will be delivered virtually to users identified post-award, 
provided by the contact below. 

1.7 POINT OF CONTACT

POC: TBA {to be provided at award}
Phone: TBA
Email: TBA
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SECTION 2 DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK 

2.1 GENERAL REQUIREMENTS

See Attachment 1, Statement of Work (SOW)

2.2 LINE ITEMS

CLIN Description Qty UofI Unit Cost Total Quantity
00001 Annual Tangles  Subscription 1 License
00002 Training 1 Session
10001 OY1 Annual Tangles  Subscription 1 License
10002 OY1 Training 1 Session
20001 OY2 Annual Tangles  Subscription 1 License
20002 OY2 Training 1 Session
30001 OY3 Annual Tangles  Subscription 1 License
30002 OY3 Training 1 Session
40001 OY4 Annual Tangles  Subscription 1 License
40002 OY4 Training 1 Session

Grand 
Total

2.3 SPECIAL REQUIREMENTS

See Attachment 2, Specifications

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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SECTION 3 GENERAL ORDER TERMS AND CONDITIONS

3.1 FAR AND DIAR CLAUSES

The following Federal Acquisition Regulations (FAR) and Department of the Interior 
Acquisition Regulation (DIAR) Clauses are applicable to this requirement:

FAR 52.252-2 Clauses Incorporated by Reference (Feb 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also, the full text of a clause may be accessed electronically at these addresses:

 FAR Clauses: https://www.acquisition.gov/browse/index/far
 DIAR Clauses: https://www.acquisition.gov/diar

Clause Title Date
52.202-1 Definitions JUN 2020
52.203-3 Gratuities APR 1984
52.203-12 Limitation on Payments to Influence Certain Federal Transactions JUN 2020
52.203-17 Contractor Employee Whistleblower Rights and Requirement to 

Inform Employees of Whistleblower Rights 
JUN 2020

52.204-4 Printed or Copied Double-Sided on Postconsumer Fiber Content 
Paper

MAY 2011

52.204-10 Reporting Executive Compensation and First-Tier Subcontract 
Awards

JUN 2020

52.204-13 System for Award Management Maintenance OCT 2018
52.204-18 Commercial and Government Entity Code Maintenance AUG 2020
52.204-19 Incorporation by Reference of Representations and Certifications DEC 2014
52.212-4 Contract Terms and Conditions—Commercial Products and 

Commercial Services
NOV 2021

52.223-6 Drug-Free Workplace MAY 2001
52.229-3 Federal, State, and Local Taxes FEB 2013
52.232-17 Interest MAY 2014
52.232-39 Unenforceability of Unauthorized Obligations JUN 2013
52.232-40 Providing Accelerated Payments to Small Business Subcontractors NOV 2021
52.233-1 Disputes DEC 2014
52.242-13 Bankruptcy JUL 1995
52.242-15 Stop-Work Order AUG 1989
52.249-14 Excusable Delays APR 1984

52.212-5 Contract Terms and Conditions Required To Implement Statutes or Executive 
Orders—Commercial Products and Commercial Services (Dec 2022)
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(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)
clauses, which are incorporated in this contract by reference, to implement provisions of law or 
Executive orders applicable to acquisitions of commercial products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or
Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services
Developed or Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 
of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov
2015).

(5) 52.233-3, Protest After Award (Aug 1996) ( 31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-
77 and 108-78 ( 19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the
Contracting Officer has indicated as being incorporated in this contract by reference to 
implement provisions of law or Executive orders applicable to acquisitions of commercial 
products and commercial services:

            _X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Jun 2020), 
with Alternate I (Nov 2021) ( 41 U.S.C. 4704 and 10 U.S.C. 4655).
            _X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 
U.S.C. 3509)).
            __ (3) 52.203-15, Whistleblower Protections under the American Recovery and 
Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts 
funded by the American Recovery and Reinvestment Act of 2009.)
            _X_ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract 
Awards (Jun 2020) (Pub. L. 109-282) ( 31 U.S.C. 6101 note).
            __ (5) [Reserved].
            __ (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, 
section 743 of Div. C).
            _ _ (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery 
Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).
            _X_ (8) 52.209-6, Protecting the Government’s Interest When Subcontracting with 
Contractors Debarred, Suspended, or Proposed for Debarment. (Nov 2021) ( 31 U.S.C. 6101 
note).
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            _X_ (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility 
Matters (Oct 2018) ( 41 U.S.C. 2313).
            __ (10) [Reserved].
            __ (11) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Oct 2022) ( 15 
U.S.C. 657a).
            __ (12) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 
Concerns (Oct 2022) (if the offeror elects to waive the preference, it shall so indicate in its offer) 
( 15 U.S.C. 657a).
            __ (13) [Reserved]
          __ (14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2020) ( 15 U.S.C. 
644).

__ (ii) Alternate I (Mar 2020) of 52.219-6.
          __ (15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (Nov 2020) ( 15 U.S.C. 
644).

__ (ii) Alternate I (Mar 2020) of 52.219-7.
            _X_ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C. 
637(d)(2) and (3)).
          __ (17) (i) 52.219-9, Small Business Subcontracting Plan (Oct 2022) ( 15 U.S.C. 
637(d)(4)).

__ (ii) Alternate I (Nov 2016) of 52.219-9.
__ (iii) Alternate II (Nov 2016) of 52.219-9.
__ (iv) Alternate III (Jun 2020) of 52.219-9.
__ (v) Alternate IV (Sep 2021) of 52.219-9.

          __ (18) (i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) ( 15 U.S.C. 644(r)).
__ (ii) Alternate I (Mar 2020) of 52.219-13.

            _X_ (19) 52.219-14, Limitations on Subcontracting (Oct 2022) ( 15 U.S.C. 637s).
            __ (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Sep 2021) ( 15 U.S.C. 
637(d)(4)(F)(i)).
            __ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside 
(Oct 2022) ( 15 U.S.C. 657f).
          _X_ (22) (i) 52.219-28, Post Award Small Business Program Rerepresentation (Oct 2022) 
( 15 U.S.C. 632(a)(2)).

__ (ii) Alternate I (Mar 2020) of 52.219-28.
            __ (23) 52.219-29, Notice of Set-Aside for, or Sole-Source Award to, Economically 
Disadvantaged Women-Owned Small Business Concerns (Oct 2022) ( 15 U.S.C. 637(m)).
            __ (24) 52.219-30, Notice of Set-Aside for, or Sole-Source Award to, Women-Owned 
Small Business Concerns Eligible Under the Women-Owned Small Business Program (Oct 
2022) ( 15 U.S.C. 637(m)).
            __ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) ( 
15 U.S.C. 644(r)).
            __ (26) 52.219-33, Nonmanufacturer Rule (Sep 2021) ( 15U.S.C. 637(a)(17)).
            _X_ (27) 52.222-3, Convict Labor (Jun 2003) (E.O.11755).
            _X_ (28) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Dec 
2022) (E.O.13126).
            _X_ (29) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
          _X_ (30) (i) 52.222-26, Equal Opportunity (Sep 2016) (E.O.11246).
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__ (ii) Alternate I (Feb 1999) of 52.222-26.
          _X_ (31) (i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C. 4212).

__ (ii) Alternate I (Jul 2014) of 52.222-35.
          _X_ (32) (i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) ( 29 
U.S.C. 793).

__ (ii) Alternate I (Jul 2014) of 52.222-36.
            _X_ (33) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C. 4212).
            _X_ (34) 52.222-40, Notification of Employee Rights Under the National Labor 
Relations Act (Dec 2010) (E.O. 13496).
          _X_ (35) (i) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 
78 and E.O. 13627).

__ (ii) Alternate I (Mar 2015) of 52.222-50 ( 22 U.S.C. chapter 78 and E.O. 13627).
            _X_ (36) 52.222-54, Employment Eligibility Verification (May 2022) (Executive Order 
12989). (Not applicable to the acquisition of commercially available off-the-shelf items or 
certain other types of commercial products or commercial services as prescribed in FAR 
22.1803.)
          __ (37) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA–
Designated Items (May 2008) ( 42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition 
of commercially available off-the-shelf items.)

__ (ii) Alternate I (May 2008) of 52.223-9 ( 42 U.S.C. 6962(i)(2)(C)). (Not applicable 
to the acquisition of commercially available off-the-shelf items.)
            __ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential 
Hydrofluorocarbons (Jun 2016) (E.O. 13693).
            __ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment 
and Air Conditioners (Jun 2016) (E.O. 13693).
          __ (40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (Jun 2014) 
(E.O.s 13423 and 13514).

__ (ii) Alternate I (Oct 2015) of 52.223-13.
          __ (41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (Jun 2014) (E.O.s 
13423 and 13514).

__ (ii) Alternate I (Jun2014) of 52.223-14.
            __ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (May 2020) ( 42 
U.S.C. 8259b).
          __ (43) (i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products 
(Oct 2015) (E.O.s 13423 and 13514).

__ (ii) Alternate I (Jun 2014) of 52.223-16.
            _X_ (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While 
Driving (Jun 2020) (E.O. 13513).
            __ (45) 52.223-20, Aerosols (Jun 2016) (E.O. 13693).
            __ (46) 52.223-21, Foams (Jun2016) (E.O. 13693).
          __ (47) (i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a).

__ (ii) Alternate I (Jan 2017) of 52.224-3.
          _X_ (48) (i) 52.225-1, Buy American-Supplies (Oct 2022) ( 41 U.S.C. chapter 83).

__ (ii) Alternate I (Oct 2022) of 52.225-1.
          __ (49) (i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (Dec 2022) 
( 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, 19 
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U.S.C. chapter 29 (sections 4501-4732), Public Law 103-182, 108-77, 108-78, 108-286, 108-
302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

__ (ii) Alternate I [Reserved].
__ (iii) Alternate II (Dec 2022) of 52.225-3.
__ (iv) Alternate III (Jan 2021) of 52.225-3.
__ (v) Alternate IV (Oct 2022) of 52.225-3.

            __ (50) 52.225-5, Trade Agreements (Dec 2022) ( 19 U.S.C. 2501, et seq., 19 U.S.C. 
3301 note).
            _X_ (51) 52.225-13, Restrictions on Certain Foreign Purchases (Feb 2021) (E.O.’s, 
proclamations, and statutes administered by the Office of Foreign Assets Control of the 
Department of the Treasury).
            __ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United 
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).
            __ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) ( 42 
U.S.C. 5150).
            __ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 
(Nov2007) ( 42 U.S.C. 5150).
            __ (55) 52.229-12, Tax on Certain Foreign Procurements (Feb 2021).
            __ (56) 52.232-29, Terms for Financing of Purchases of Commercial Products and 
Commercial Services (Nov 2021) ( 41 U.S.C. 4505, 10 U.S.C. 3805).
            __ (57) 52.232-30, Installment Payments for Commercial Products and Commercial 
Services (Nov 2021) ( 41 U.S.C. 4505, 10 U.S.C. 3805).
            _X_ (58) 52.232-33, Payment by Electronic Funds Transfer-System for Award 
Management (Oct2018) ( 31 U.S.C. 3332).
            __ (59) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award 
Management (Jul 2013) ( 31 U.S.C. 3332).
            __ (60) 52.232-36, Payment by Third Party (May 2014) ( 31 U.S.C. 3332).
            _X_ (61) 52.239-1, Privacy or Security Safeguards (Aug 1996) ( 5 U.S.C. 552a).
            __ (62) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) ( 15 U.S.C. 
637(d)(13)).
          __ (63) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels 
(Nov 2021) ( 46 U.S.C. 55305 and 10 U.S.C. 2631).

__ (ii) Alternate I (Apr 2003) of 52.247-64.
__ (iii) Alternate II (Nov 2021) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or Executive orders applicable to 
acquisitions of commercial products and commercial services:

            __ (1) 52.222-41, Service Contract Labor Standards (Aug 2018) ( 41 U.S.C. chapter67).
            __ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) ( 29 
U.S.C. 206 and 41 U.S.C. chapter 67).
            __ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (Multiple Year and Option Contracts) (Aug 2018) ( 29 U.S.C. 206 and 41 U.S.C. 
chapter 67).
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            __ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price 
Adjustment (May 2014) ( 29U.S.C.206  and 41 U.S.C. chapter 67).
            __ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) ( 41 U.S.C. chapter 67).
            __ (6) 52.222-53, Exemption from Application of the Service Contract Labor Standards 
to Contracts for Certain Services-Requirements (May 2014) ( 41 U.S.C. chapter 67).
            _X_ (7) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 
14026 (Jan 2022).
            _X_ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 
13706).
            __ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) 
( 42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of 
this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor’s directly 
pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after final 
payment under this contract or for any shorter period specified in FAR subpart 4.7, Contractor 
Records Retention, of the other clauses of this contract. If this contract is completely or partially 
terminated, the records relating to the work terminated shall be made available for 3 years after 
any resulting final termination settlement. Records relating to appeals under the disputes clause 
or to litigation or the settlement of claims arising under or relating to this contract shall be made 
available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require the 
Contractor to create or maintain any record that the Contractor does not maintain in the ordinary 
course of business or pursuant to a provision of law.

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of
this clause, the Contractor is not required to flow down any FAR clause, other than those in this 
paragraph (e)(1), in a subcontract for commercial products or commercial services. Unless 
otherwise indicated below, the extent of the flow down shall be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41
U.S.C. 3509).

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements
or Statements (Jan 2017) (section 743 of Division E, Title VII, of the Consolidated and Further 
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Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions)).

(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services
Developed or Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 
of Pub. L. 115-91).

(iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C. 637(d)(2)
and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract 
(except subcontracts to small business concerns) exceeds the applicable threshold specified in 
FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in 
lower tier subcontracts that offer subcontracting opportunities.

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(vii) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246).

(viii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) ( 29
U.S.C. 793).

(x) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C. 4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations
Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR 
clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (Aug 2018) ( 41 U.S.C. chapter 67).

(xiii) (A) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter
78 and E.O 13627).

(B) Alternate I (Mar 2015) of 52.222-50 ( 22 U.S.C. chapter 78 and E.O. 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards
to Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May 
2014) ( 41 U.S.C. chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards
to Contracts for Certain Services-Requirements (May 2014) ( 41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (May 2022) (E.O. 12989).
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(xvii) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order
14026 (Jan 2022).

(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O.
13706).

(xix) (A) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a).
(B) Alternate I (Jan 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for 
Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun
2020) ( 42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 
52.226-6.

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov
2021) ( 46 U.S.C. 55305 and 10 U.S.C. 2631). Flow down required in accordance with paragraph 
(d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial
products and commercial services a minimal number of additional clauses necessary to satisfy its 
contractual obligations.

(End of clause)

Alternate I (Feb 2000). As prescribed in 12.301(b)(4)(i), delete paragraph (d) from the basic 
clause, redesignate paragraph (e) as paragraph (d), and revise the reference to "paragraphs (a), 
(b), (c), or (d) of this clause" in the redesignated paragraph (d) to read "paragraphs (a), (b), and 
(c) of this clause".

Alternate II (Dec 2022). As prescribed in 12.301(b)(4)(ii), substitute the following paragraphs 
(d)(1) and (e)(1) for paragraphs (d)(1) and (e)(1) of the basic clause as follows:

(d)(1) The Comptroller General of the United States, an appropriate Inspector General appointed 
under section 3 or 8 G of the Inspector General Act of 1978 ( 5 U.S.C. App.), or an authorized 
representative of either of the foregoing officials shall have access to and right to—

(i) Examine any of the Contractor’s or any subcontractors’ records that pertain to, and involve
transactions relating to, this contract; and

(ii) Interview any officer or employee regarding such transactions.
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(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), and (c), of this 
clause, the Contractor is not required to flow down any FAR clause in a subcontract for 
commercial products or commercial services, other than—

(i) Paragraph (d) of this clause. This paragraph flows down to all subcontracts, except the
authority of the Inspector General under paragraph (d)(1)(ii) does not flow down; and

(ii) Those clauses listed in this paragraph (e)(1). Unless otherwise indicated below, the extent of
the flow down shall be as required by the clause-

(A) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 U.S.C. 3509).

(B) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act
of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5).

(C) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 of Pub. L.
115-91).

(D) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(E) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C. 637(d)(2) and (3)),
in all subcontracts that offer further subcontracting opportunities. If the subcontract (except
subcontracts to small business concerns) exceeds the applicable threshold specified in FAR
19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier
subcontracts that offer subcontracting opportunities.

(F) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(G) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

(H) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C. 4212).

(I) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) ( 29 U.S.C. 793).

(J) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
52.222-40.

(K) 52.222-41, Service Contract Labor Standards (Aug 2018) ( 41 U.S.C. chapter 67).

(L) ___ (1) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 78 and
E.O 13627).

___ (2) Alternate I (Mar 2015) of 52.222-50 ( 22 U.S.C. chapter 78 and E.O. 13627).
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(M) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Requirements (May
2014) ( 41 U.S.C. chapter 67).

(N) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services-Requirements (May 2014) ( 41 U.S.C. chapter 67).

(O) 52.222-54, Employment Eligibility Verification (May 2022) (Executive Order 12989).

(P) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (Jan
2022).

(Q) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706).

(R) (1) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a).

(2) Alternate I (Jan 2017) of 52.224-3.

(S) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year
2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

(T) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (Jun 2020) ( 42
U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(U) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) ( 46
U.S.C. 55305 and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of
FAR clause 52.247-64.

52.217-8 Option to Extend Services (Nov 1999)

The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exceed 6 months. The 
Contracting Officer may exercise the option by written notice to the Contractor within _30 days_ 

(End of clause)

52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor
within __15 days___ ; provided that the Government gives the Contractor a preliminary written 
notice of its intent to extend at least _30 days before the contract expires. The preliminary notice 
does not commit the Government to an extension.
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(b) If the Government exercises this option, the extended contract shall be considered to
include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause,
shall not exceed 5 years.

(End of clause)

3.2 CUSTOM CLAUSES

CUSTOM CLAUSE #1 – Invoicing Requirements Electronic Invoicing and Payment 
Requirements – Internet Payment Platform (IPP) (April 2013)

Payment requests must be submitted electronically through the U. S. Department of the 
Treasury's Internet Payment Platform System (IPP).  "Payment request" means any request for 
contract financing payment or invoice payment by the Contractor.  To constitute a proper 
invoice, the payment request must comply with the requirements identified in the applicable 
Prompt Payment clause included in the contract.  The IPP website address is: 
https://www.ipp.gov.  Under this contract, the following documents are required to be submitted 
as an attachment to the IPP invoice:

Invoice Contents:
Invoices will be paid upon approval and acceptance by the Government COR.   Invoices 
must include, as a minimum, the following information:

1. Order Number
2. Item number of deliverable
3. Description of deliverable
4. Price of deliverable
5. Quantity of deliverable
6. Date deliverable was provided to the Government for inspection
7. Serial number/part number if applicable

 The contractor is responsible for ensuring invoices submitted are accurate and complete
 Additional supporting documentation MAY BE REQUESTED at the discretion of the COR
 Final Invoice

Within sixty calendar days of product acceptance and/or completion of services:

a. The contractor shall submit a final invoice, designated as such by a clear statement of
“FINAL INVOICE” on the face of the invoice document.

b. The contractor shall provide a certificate of completion which certifies all goods and
service have been provided as required by this award.
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c. The contractor shall provide a release of claims against the government for any
further payment under this award.

The sixty calendar day submission timeframe shall not be extended without written authorization 
from the contracting officer.  In the event items a, b, or c above are not submitted within the 
authorized timeframe, the contracting officer will make final cost determinations in order to 
make final payment and close out the contract unilaterally.

The Contractor must use the IPP website to register, access and use IPP for submitting requests 
for payment.  The Contractor Government Business Point of Contact (as listed in CCR) will 
receive enrollment instructions via email from the Federal Reserve Bank of Boston (FRBB) 
within 3 – 5 business days of the contract award date.  Contractor assistance with enrollment can 
be obtained by contacting the IPP Production Helpdesk via email ippgroup@bos.frb.org or 
phone (866) 973-3131.

If the Contractor is unable to comply with the requirement to use IPP for submitting invoices for 
payment, the Contractor must submit a waiver request in writing to the contracting officer with 
its proposal or quotation.

To constitute a proper invoice, the invoice must conform to the requirements identified in FAR 
32.905(b), “Payment Documentation and Process” and FAR 52.232-25, “Prompt Payment (OCT 
2003)”.

(End of clause)

CUSTOM CLAUSE #2 – NOTICE REGARDING LATE DELIVERY/DELAYED 
PERFORMANCE

The contractor will immediately notify the Contracting Officer in writing in the event the 
contractor encounters difficulty in performance by giving pertinent details, including the date by 
which it expects to complete performance or make delivery.  However, the notification will be 
informal only in character and will not be construed as a waiver by the Government of any 
contractual delivery schedule or date, or any rights or remedies provided by law or under this 
effort.

(End of clause)

3.3 PROVISIONS

FAR 52.252-1 Solicitation Provisions Incorporated by Reference (Feb 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same 
force and effect as if they were given in full text. Upon request, the Contracting Officer will 
make their full text available. The offeror is cautioned that the listed provisions may include 
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of 
submitting the full text of those provisions, the offeror may identify the provision by paragraph 
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identifier and provide the appropriate information with its quotation or offer. Also, the full text 
of a solicitation provision may be accessed electronically at this/these address(es):

 FAR Clauses: https://www.acquisition.gov/browse/index/far
 DIAR Clauses: https://www.acquisition.gov/diar

Provision Title Date
52.203-11 Certification and Disclosure Regarding Payments to Influence Certain 

Federal Transactions
SEP 2007

52.203-18 Prohibition on Contracting with Entities that Require Certain Internal 
Confidentiality Agreements or Statements—Representation

JAN 2017

52.204-7 System for Award Management OCT 2018
52.204-16 Commercial and Government Entity Code Reporting AUG 2020
52.204-17 Ownership or Control of Offeror AUG 2020
52.204-20 Predecessor of Offeror AUG 2020
52.204-22 Alternative Line Item Proposal JAN 2017
52.204-26 Covered Telecommunications Equipment or Services--Representation OCT 2020
52.212-1 Instructions to Offerors—Commercial Products and Commercial Services NOV 2021
52.222-22 Previous Contracts and Compliance Reports FEB 1999
52.222-25 Affirmative Action Compliance APR 1984
52.225-25 Prohibition on Contracting with Entities Engaging in Certain Activities or 

Transactions Relating to Iran—Representation and Certifications
JUN 2020

FAR 52.204-24 Representation Regarding Certain Telecommunications and Video 
Surveillance Services or Equipment (Nov 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the 
Offeror has represented that it "does not provide covered telecommunications equipment or 
services as a part of its offered products or services to the Government in the performance of any 
contract, subcontract, or other contractual instrument" in paragraph (c)(1) in the provision at 
52.204-26, Covered Telecommunications Equipment or Services—Representation, or in 
paragraph (v)(2)(i) of the provision at 52.212-3, Offeror Representations and Certifications-
Commercial Products or Commercial Services. The Offeror shall not complete the representation 
in paragraph (d)(2) of this provision if the Offeror has represented that it "does not use covered 
telecommunications equipment or services, or any equipment, system, or service that uses 
covered telecommunications equipment or services" in paragraph (c)(2) of the provision at 
52.204-26, or in paragraph (v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

      Backhaul, covered telecommunications equipment or services, critical technology, 
interconnection arrangements, reasonable inquiry, roaming, and substantial or essential 
component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for 
Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition.
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(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 
2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any 
equipment, system, or service that uses covered telecommunications equipment or services as a 
substantial or essential component of any system, or as critical technology as part of any system. 
Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide
a service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data
traffic or cannot permit visibility into any user data or packets that such equipment transmits or 
otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for
Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 
13, 2020, from entering into a contract or extending or renewing a contract with an entity that 
uses any equipment, system, or service that uses covered telecommunications equipment or 
services as a substantial or essential component of any system, or as critical technology as part of 
any system. This prohibition applies to the use of covered telecommunications equipment or 
services, regardless of whether that use is in performance of work under a Federal contract. 
Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide
a service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data
traffic or cannot permit visibility into any user data or packets that such equipment transmits or 
otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for
Award Management (SAM) ( https://www.sam.gov) for entities excluded from receiving federal 
awards for "covered telecommunications equipment or services".

(d) Representation. The Offeror represents that—

(1) It □ will, □ will not provide covered telecommunications equipment or services to
the Government in the performance of any contract, subcontract or other contractual instrument 
resulting from this solicitation. The Offeror shall provide the additional disclosure information 
required at paragraph (e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of 
this section; and

X
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(2) After conducting a reasonable inquiry, for purposes of this representation, the
Offeror represents that—

          It □ does, □x does not use covered telecommunications equipment or services, or use any 
equipment, system, or service that uses covered telecommunications equipment or services. The 
Offeror shall provide the additional disclosure information required at paragraph (e)(2) of this 
section if the Offeror responds "does" in paragraph (d)(2) of this section.

(e) Disclosures.

(1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has
responded "will" in the representation in paragraph (d)(1) of this provision, the Offeror shall 
provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include
entity name, unique entity identifier, CAGE code, and whether the entity was the original 
equipment manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include
brand; model number, such as OEM number, manufacturer part number, or wholesaler number; 
and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment
and any factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b)(1) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the
service being provided; and explanation of the proposed use of covered telecommunications 
services and any factors relevant to determining if such use would be permissible under the 
prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror
has responded "does" in the representation in paragraph (d)(2) of this provision, the Offeror shall 
provide the following information as part of the offer:

(i) For covered equipment—



Solicitation Number
140A1623Q0034

Document Title
COBWEBS Technologies Tangles

Page 23 of 46

(A) The entity that produced the covered telecommunications equipment (include
entity name, unique entity identifier, CAGE code, and whether the entity was the OEM or a 
distributor, if known);

(B) A description of all covered telecommunications equipment offered (include
brand; model number, such as OEM number, manufacturer part number, or wholesaler number; 
and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment
and any factors relevant to determining if such use would be permissible under the prohibition in 
paragraph (b)(2) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered
telecommunications services offered (include on the item being maintained: Brand; model 
number, such as OEM number, manufacturer part number, or wholesaler number; and item 
description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided;
and explanation of the proposed use of covered telecommunications services and any factors 
relevant to determining if such use would be permissible under the prohibition in paragraph 
(b)(2) of this provision.

(End of provision)

52.204-26 Covered Telecommunications Equipment or Services-Representation (Oct 2020)

(a) Definitions. As used in this provision, "covered telecommunications equipment or 
services" and "reasonable inquiry" have the meaning provided in the clause 52.204-25, 
Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or 
Equipment.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award 
Management (SAM) ( https://www.sam.gov) for entities excluded from receiving federal awards 
for "covered telecommunications equipment or services".

(c) (1) Representation. The Offeror represents that it □ does, x does not provide covered 
telecommunications equipment or services as a part of its offered products or services to the 
Government in the performance of any contract, subcontract, or other contractual instrument.

(2) After conducting a reasonable inquiry for purposes of this representation, the offeror 
represents that it □ does, x  does not use covered telecommunications equipment or services, or 
any equipment, system, or service that uses covered telecommunications equipment or services.

(End of provision)
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52.209-2 Prohibition on Contracting with Inverted Domestic Corporations-Representation 
(Nov 2015)

(a) Definitions. "Inverted domestic corporation" and "subsidiary" have the meaning given in
the clause of this contract entitled Prohibition on Contracting with Inverted Domestic 
Corporations ( 52.209-10).

(b) Government agencies are not permitted to use appropriated (or otherwise made available)
funds for contracts with either an inverted domestic corporation, or a subsidiary of an inverted 
domestic corporation, unless the exception at 9.108-2(b) applies or the requirement is waived in 
accordance with the procedures at 9.108-4.

(c) Representation. The Offeror represents that-

(1) It □ is, □xx is not an inverted domestic corporation; and

(2) It □ is, x□ is not a subsidiary of an inverted domestic corporation.

(End of provision)

52.209-11 Representation by Corporations Regarding Delinquent Tax Liability or a Felony 
Conviction under any Federal Law (Feb 2016)

(a) As required by sections 744 and 745 of Division E of the Consolidated and Further
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in 
subsequent appropriations acts, the Government will not enter into a contract with any 
corporation that–

(1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and
administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the tax 
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 
considered suspension or debarment of the corporation and made a determination that suspension 
or debarment is not necessary to protect the interests of the Government; or

(2) Was convicted of a felony criminal violation under any Federal law within the
preceding 24 months, where the awarding agency is aware of the conviction, unless an agency 
has considered suspension or debarment of the corporation and made a determination that this 
action is not necessary to protect the interests of the Government.

(b) The Offeror represents that–
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(1) It is □ is not x□ a corporation that has any unpaid Federal tax liability that has been
assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 
and that is not being paid in a timely manner pursuant to an agreement with the authority 
responsible for collecting the tax liability; and

(2) It is □ is not x□ a corporation that was convicted of a felony criminal violation under a
Federal law within the preceding 24 months.

(End of provision)

FAR 52.212-2 Evaluation—Commercial Products and Commercial Services (Nov 2021)

(a) The Government will award a contract resulting from this solicitation to the responsible
offeror whose offer conforming to the solicitation will be most advantageous to the Government, 
price and other factors considered. The following factors shall be used to evaluate offers:

Quotes will be evaluated based on lowest price - technically acceptable. Technically 
unacceptable quotes will NOT be considered for award.

(b) Options. The Government will evaluate offers for award purposes by adding the total
price for all options to the total price for the basic requirement. The Government may determine 
that an offer is unacceptable if the option prices are significantly unbalanced. Evaluation of 
options shall not obligate the Government to exercise the option(s).

(c) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the
successful offeror within the time for acceptance specified in the offer, shall result in a binding 
contract without further action by either party. Before the offer’s specified expiration time, the 
Government may accept an offer (or part of an offer), whether or not there are negotiations after 
its receipt, unless a written notice of withdrawal is received before award.

(End of provision)
52.212-3 Offeror Representations and Certifications—Commercial Products and 
Commercial Services (Dec 2022)
The Offeror shall complete only paragraph (b) of this provision if the Offeror has completed the 
annual representations and certification electronically in the System for Award Management 
(SAM) accessed through https://www.sam.gov. If the Offeror has not completed the annual 
representations and certifications electronically, the Offeror shall complete only paragraphs (c) 
through (v) of this provision.

(a) Definitions. As used in this provision—

     "Covered telecommunications equipment or services" has the meaning provided in the clause 
52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance 
Services or Equipment.
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      Economically disadvantaged women-owned small business (EDWOSB) concern means a 
small business concern that is at least 51 percent directly and unconditionally owned by, and the 
management and daily business operations of which are controlled by, one or more women who 
are citizens of the United States and who are economically disadvantaged in accordance with 13 
CFR part 127, and the concern is certified by SBA or an approved third-party certifier in 
accordance with 13 CFR 127.300. It automatically qualifies as a women-owned small business 
eligible under the WOSB Program.

      Forced or indentured child labor means all work or service—

(1) Exacted from any person under the age of 18 under the menace of any penalty for its
nonperformance and for which the worker does not offer himself voluntarily; or

(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of
which can be accomplished by process or penalties.

      Highest-level owner means the entity that owns or controls an immediate owner of the 
offeror, or that owns or controls one or more entities that control an immediate owner of the 
offeror. No entity owns or exercises control of the highest level owner.

      Immediate owner means an entity, other than the offeror, that has direct control of the 
offeror. Indicators of control include, but are not limited to, one or more of the following: 
ownership or interlocking management, identity of interests among family members, shared 
facilities and equipment, and the common use of employees.

      Inverted domestic corporation, means a foreign incorporated entity that meets the definition 
of an inverted domestic corporation under 6 U.S.C. 395(b), applied in accordance with the rules 
and definitions of 6 U.S.C. 395(c).

      Manufactured end product means any end product in product and service codes (PSCs) 1000-
9999, except—

(1) PSC 5510, Lumber and Related Basic Wood Materials;

(2) Product or Service Group (PSG) 87, Agricultural Supplies;

(3) PSG 88, Live Animals;

(4) PSG 89, Subsistence;

(5) PSC 9410, Crude Grades of Plant Materials;

(6) PSC 9430, Miscellaneous Crude Animal Products, Inedible;

(7) PSC 9440, Miscellaneous Crude Agricultural and Forestry Products;



Solicitation Number
140A1623Q0034

Document Title
COBWEBS Technologies Tangles

Page 27 of 46

(8) PSC 9610, Ores;

(9) PSC 9620, Minerals, Natural and Synthetic; and

(10) PSC 9630, Additive Metal Materials.

      Place of manufacture means the place where an end product is assembled out of components, 
or otherwise made or processed from raw materials into the finished product that is to be 
provided to the Government. If a product is disassembled and reassembled, the place of 
reassembly is not the place of manufacture.

      Predecessor means an entity that is replaced by a successor and includes any predecessors of 
the predecessor.

      Reasonable inquiry has the meaning provided in the clause 52.204-25, Prohibition on 
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

      Restricted business operations means business operations in Sudan that include power 
production activities, mineral extraction activities, oil-related activities, or the production of 
military equipment, as those terms are defined in the Sudan Accountability and Divestment Act 
of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations that 
the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment Act 
of 2007) conducting the business can demonstrate—

(1) Are conducted under contract directly and exclusively with the regional government of
southern Sudan;

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets
Control in the Department of the Treasury, or are expressly exempted under Federal law from the 
requirement to be conducted under such authorization;

(3) Consist of providing goods or services to marginalized populations of Sudan;

(4) Consist of providing goods or services to an internationally recognized peacekeeping
force or humanitarian organization;

(5) Consist of providing goods or services that are used only to promote health or
education; or

(6) Have been voluntarily suspended."Sensitive technology"—

      Sensitive technology—

(1) Means hardware, software, telecommunications equipment, or any other technology
that is to be used specifically—
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(i) To restrict the free flow of unbiased information in Iran; or

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the
President does not have the authority to regulate or prohibit pursuant to section 203(b)(3)of the 
International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)).

      Service-disabled veteran-owned small business concern—

(1) Means a small business concern—

(i) Not less than 51 percent of which is owned by one or more service-disabled
veterans or, in the case of any publicly owned business, not less than 51 percent of the stock of 
which is owned by one or more service-disabled veterans; and

(ii) The management and daily business operations of which are controlled by one or
more service-disabled veteransor, in the case of a service-disabled veteran with permanent and 
severe disability, the spouse or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a
disability that is service connected, as defined in 38 U.S.C. 101(16).

      Small business concern—

(1) Means a concern, including its affiliates, that is independently owned and operated,
not dominant in its field of operation, and qualified as a small business under the criteria in 13 
CFR part 121 and size standards in this solicitation.

(2) Affiliates, as used in this definition, means business concerns, one of whom directly or
indirectly controls or has the power to control the others, or a third party or parties control or 
have the power to control the others. In determining whether affiliation exists, consideration is 
given to all appropriate factors including common ownership, common management, and 
contractual relationships. SBA determines affiliation based on the factors set forth at 13 CFR 
121.103.

      Small disadvantaged business concern, consistent with13 CFR 124.1002, means a small 
business concern under the size standard applicable to the acquisition, that—

(1) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR
124.105) by—

(i) One or more socially disadvantaged (as defined at13 CFR 124.103) and
economically disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the 
United States; and
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(ii) Each individual claiming economic disadvantage has a net worth not exceeding
$750,000 after taking into account the applicable exclusions set forth at 13 CFR124.104(c)(2); 
and

(2) The management and daily business operations of which are controlled (as defined at
13.CFR 124.106) by individuals, who meet the criteria in paragraphs (1)(i) and (ii) of this
definition.

      Subsidiary means an entity in which more than 50 percent of the entity is owned—

(1) Directly by a parent corporation; or

(2) Through another subsidiary of a parent corporation

      Successor means an entity that has replaced a predecessor by acquiring the assets and 
carrying out the affairs of the predecessor under a new name (often through acquisition or 
merger). The term "successor" does not include new offices/divisions of the same company or a 
company that only changes its name. The extent of the responsibility of the successor for the 
liabilities of the predecessor may vary, depending on State law and specific circumstances.

      Veteran-owned small business concern means a small business concern—

(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38
U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 percent of the 
stock of which is owned by one or more veterans; and

(2) The management and daily business operations of which are controlled by one or more
veterans.

      Women-owned business concern means a concern which is at least 51 percent owned by one 
or more women; or in the case of any publicly owned business, at least 51 percent of its stock is 
owned by one or more women; and whose management and daily business operations are 
controlled by one or more women

      Women-owned small business concern means a small business concern—

(1) That is at least 51 percent owned by one or more women; or, in the case of any
publicly owned business, at least51 percent of the stock of which is owned by one or more 
women; and

(2) Whose management and daily business operations are controlled by one or more
women.

      Women-owned small business (WOSB) concern eligible under the WOSB Program (in 
accordance with 13 CFR part 127), means a small business concern that is at least 51 percent 
directly and unconditionally owned by, and the management and daily business operations of 
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which are controlled by, one or more women who are citizens of the United States, and the 
concern is certified by SBA or an approved third-party certifier in accordance with 13 CFR 
127.300.

(b) (1) Annual Representations and Certifications. Any changes provided by the Offeror in
paragraph (b)(2) of this provision do not automatically change the representations and 
certifications in SAM.

(2) The offeror has completed the annual representations and certifications electronically
in SAM accessed through http://www.sam.gov. After reviewing SAM information, the Offeror 
verifies by submission of this offer that the representations and certifications currently posted 
electronically at FAR 52.212-3, Offeror Representations and Certifications-Commercial Products 
and Commercial Services, have been entered or updated in the last 12 months, are current, 
accurate, complete, and applicable to this solicitation (including the business size standard(s) 
applicable to the NAICS code(s) referenced for this solicitation), at the time this offer is 
submitted and are incorporated in this offer by reference (see FAR 4.1201), except for 
paragraphs ______________.

          [Offeror to identify the applicable paragraphs at (c) through (v) of this provision that the 
offeror has completed for the purposes of this solicitation only, if any.

           These amended representation(s) and/or certification(s) are also incorporated in this offer 
and are current, accurate, and complete as of the date of this offer.

           Any changes provided by the offeror are applicable to this solicitation only, and do not 
result in an update to the representations and certifications posted electronically on SAM.]

(c) Offerors must complete the following representations when the resulting contract is for
supplies to be delivered or services to be performed in the United States or its outlying areas, or 
when the contracting officer has applied part  19 in accordance with 19.000(b)(1)(ii). Check all 
that apply.

(1) Small business concern. The offeror represents as part of its offer that—

(i) It □x is, □ is not a small business concern; or

(ii) It □ is, xx□ is not a small business joint venture that complies with the requirements
of 13 CFR 121.103(h) and 13 CFR 125.8(a) and (b). [ The offeror shall enter the name and 
unique entity identifier of each party to the joint venture: __.]

(2) Veteran-owned small business concern. [Complete only if the offeror represented
itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents as 
part of its offer that it □ is, □x is not a veteran-owned small business concern.

(3) Service-disabled veteran-owned small business concern. [ Complete only if the offeror
represented itself as a veteran-owned small business concern in paragraph (c)(2) of this 
provision.] The offeror represents as part of its offer that—
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           (4) Small disadvantaged business concern. [Complete only if the offeror represented itself 
as a small business concern in paragraph (c)(1) of this provision.] The offeror represents, that it □ 
is, □ is not a small disadvantaged business concern as defined in 13 CFR 124.1002.

           (5) Women-owned small business concern. [Complete only if the offeror represented 
itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents 
that it □ is, □xx is not a women-owned small business concern.

           (6) WOSB joint venture eligible under the WOSB Program. The offeror represents that it 
□ is, □x is not a joint venture that complies with the requirements of 13 CFR 127.506(a) through 
(c). [ The offeror shall enter the name and unique entity identifier of each party to the joint 
venture: __.]

           (7) Economically disadvantaged women-owned small business (EDWOSB) joint venture. 
The offeror represents that it □ is, x□ is not a joint venture that complies with the requirements of 
13 CFR 127.506(a) through (c). [ The offeror shall enter the name and unique entity identifier of 
each party to the joint venture: __.]

           (8) Women-owned business concern (other than small business concern). [Complete only 
if the offeror is a women-owned business concern and did not represent itself as a small business 
concern in paragraph (c)(1) of this provision.] The offeror represents that it □ is a women-owned 
business concern.

           (9) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small 
business offerors may identify the labor surplus areas in which costs to be incurred on account of 
manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50 
percent of the contract price:____________________________________

           (10) HUBZone small business concern. [Complete only if the offeror represented itself as 
a small business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of 
its offer, that–

                (i) It □ is, x□ is not a HUBZone small business concern listed, on the date of this 
representation, as having been certified by SBA as a HUBZone small business concern in the 
Dynamic Small Business Search and SAM, and will attempt to maintain an employment rate of 
HUBZone residents of 35 percent of its employees during performance of a HUBZone contract 
(see 13 CFR 126.200(e)(1)); and

                (ii) It □ is, □x is not a HUBZone joint venture that complies with the requirements of 13 
CFR 126.616(a) through (c). [ The offeror shall enter the name and unique entity identifier of 
each party to the joint venture: __.] Each HUBZone small business concern participating in the 
HUBZone joint venture shall provide representation of its HUBZone status.

      (d) Representations required to implement provisions of Executive Order11246- (1) Previous 
contracts and compliance. The offeror represents that-
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                (i) It □ has, □x has not participated in a previous contract or subcontract subject to the 
Equal Opportunity clause of this solicitation; and

                (ii) It □ has, x□ has not filed all required compliance reports.

           (2) Affirmative Action Compliance. The offeror represents that-

                (i) It □ has developed and has on file, x□ has not developed and does not have on file, at 
each establishment, affirmative action programs required by rules and regulations of the 
Secretary of Labor (41 CFR parts 60-1 and 60-2), or

                (ii) It x□ has not previously had contracts subject to the written affirmative action 
programs requirement of the rules and regulations of the Secretary of Labor.

      (e) Certification Regarding Payments to Influence Federal Transactions (31 
http://uscode.house.gov/  U.S.C. 1352). (Applies only if the contract is expected to exceed 
$150,000.) By submission of its offer, the offeror certifies to the best of its knowledge and belief 
that no Federal appropriated funds have been paid or will be paid to any person for influencing 
or attempting to influence an officer or employee of any agency, a Member of Congress, an 
officer or employee of Congress or an employee of a Member of Congress on his or her behalf in 
connection with the award of any resultant contract. If any registrants under the Lobbying 
Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with respect to this 
contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, 
Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not 
report regularly employed officers or employees of the offeror to whom payments of reasonable 
compensation were made.

      (f) Buy American Certificate. (Applies only if the clause at Federal Acquisition Regulation 
(FAR) 52.225-1, Buy American-Supplies, is included in this solicitation.)

           (1) (i) The Offeror certifies that each end product and that each domestic end product 
listed in paragraph (f)(3) of this provision contains a critical component, except those listed in 
paragraph (f)(2) of this provision, is a domestic end product.
                (ii) The Offeror shall list as foreign end products those end products manufactured in 
the United States that do not qualify as domestic end products. For those foreign end products 
that do not consist wholly or predominantly of iron or steel or a combination of both, the Offeror 
shall also indicate whether these foreign end products exceed 55 percent domestic content, 
except for those that are COTS items. If the percentage of the domestic content is unknown, 
select “no”.

                (iii) The Offeror shall separately list the line item numbers of domestic end products 
that contain a critical component (see FAR 25.105).

                (iv) The terms “commercially available off-the-shelf (COTS) item,” “critical 
component,” “domestic end product,” "end product," "foreign end product," and "United States" 
are defined in the clause of this solicitation entitled "Buy American-Supplies."
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(2) Foreign End Products:

Line Item No. Country of Origin Exceeds 55% domestic content (yes/no)
______________

_________________

_________________

______________

_________________

_________________

______________

_________________

_________________

          [List as necessary]

(3) Domestic end products containing a critical component:

          Line Item No. ___

          [List as necessary]

(4) The Government will evaluate offers in accordance with the policies and procedures of
FAR part  25.

(g) (1) Buy American-Free Trade Agreements-Israeli Trade Act Certificate. (Applies only if
the clause at FAR 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act, is 
included in this solicitation.)

(i) (A) The Offeror certifies that each end product, except those listed in paragraph
(g)(1)(ii) or (iii) of this provision, is a domestic end product and that each domestic end product 
listed in paragraph (g)(1)(iv) of this provision contains a critical component.

(B) The terms "Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end
product," "commercially available off-the-shelf (COTS) item," "critical component," "domestic 
end product," "end product," "foreign end product," "Free Trade Agreement country," "Free 
Trade Agreement country end product," "Israeli end product," and "United States" are defined in 
the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act."
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(ii) The Offeror certifies that the following supplies are Free Trade Agreement country
end products (other than Bahrainian, Moroccan, Omani, Panamanian, or Peruvian end products) 
or Israeli end products as defined in the clause of this solicitation entitled "Buy American-Free 
Trade Agreements-Israeli Trade Act."

               Free Trade Agreement Country End Products (Other than Bahrainian, Moroccan, 
Omani, Panamanian, or Peruvian End Products) or Israeli End Products:

Line Item No. Country of Origin
______________

_________________

______________

_________________

______________

_________________

               [List as necessary]

(iii) The Offeror shall list those supplies that are foreign end products (other than those
listed in paragraph (g)(1)(ii) of this provision) as defined in the clause of this solicitation entitled 
"Buy American-Free Trade Agreements-Israeli Trade Act." The Offeror shall list as other foreign 
end products those end products manufactured in the United States that do not qualify as 
domestic end products. For those foreign end products that do not consist wholly or 
predominantly of iron or steel or a combination of both, the Offeror shall also indicate whether 
these foreign end products exceed 55 percent domestic content, except for those that are COTS 
items. If the percentage of the domestic content is unknown, select “no”.

               Other Foreign End Products:

Line Item No. Country of Origin Exceeds 55% domestic content (yes/no)
______________

_________________

_________________

______________

_________________

_________________
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______________

_________________

_________________

               [List as necessary]

(iv) The Offeror shall list the line item numbers of domestic end products that contain
a critical component (see FAR 25.105).

               Line Item No. ___

               [List as necessary]

(v) The Government will evaluate offers in accordance with the policies and
procedures of FAR part  25.

(2) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate II. If
Alternate II to the clause at FAR 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

           (g)(1)(ii) The offeror certifies that the following supplies are Israeli end products as 
defined in the clause of this solicitation entitled “Buy American—Free Trade Agreements—
Israeli Trade Act”:

           Israeli End Products:

Line Item No.
______________

______________

______________

          [List as necessary]

(3) Buy American-Free Trade Agreements-Israeli Trade Act Certificate, Alternate III. If
Alternate III to the clause at 52.225-3 is included in this solicitation, substitute the following 
paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

          (g)(1)(ii) The offeror certifies that the following supplies are Free Trade Agreement 
country end products (other than Bahrainian, Korean, Moroccan, Omani, Panamanian, or 
Peruvian end products) or Israeli end products as defined in the clause of this solicitation entitled 
"Buy American-Free Trade Agreements-Israeli Trade Act":
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          Free Trade Agreement Country End Products (Other than Bahrainian, Korean, Moroccan, 
Omani, Panamanian, or Peruvian End Products) or Israeli End Products:

Line Item No. Country of Origin
______________

_________________

______________

_________________

______________

_________________

          [List as necessary]

(4) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade
Agreements, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph
(g)(5)(ii) of this provision, is a U.S.-made or designated country end product, as defined in the 
clause of this solicitation entitled "Trade Agreements."

(ii) The offeror shall list as other end products those end products that are not U.S.-
made or designated country end products.

               Other End Products:

Line Item No. Country of Origin
_______________

__________________

_______________

__________________

______________

__________________

               [List as necessary]
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                (iii) The Government will evaluate offers in accordance with the policies and 
procedures of FAR part  25. For line items covered by the WTO GPA, the Government will 
evaluate offers of U.S.-made or designated country end products without regard to the 
restrictions of the Buy American statute. The Government will consider for award only offers of 
U.S.-made or designated country end products unless the Contracting Officer determines that 
there are no offers for such products or that the offers for such products are insufficient to fulfill 
the requirements of the solicitation.

      (h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if 
the contract value is expected to exceed the simplified acquisition threshold.) The offeror 
certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals–

           (1) □ Are, x□ are not presently debarred, suspended, proposed for debarment, or declared 
ineligible for the award of contracts by any Federal agency;

           (2) □ Have, x□ have not, within a three-year period preceding this offer, been convicted of 
or had a civil judgment rendered against them for: commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing a Federal, state or local 
government contract or subcontract; violation of Federal or state antitrust statutes relating to the 
submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or 
destruction of records, making false statements, tax evasion, violating Federal criminal tax laws, 
or receiving stolen property;

           (3) □ Are, x□ are not presently indicted for, or otherwise criminally or civilly charged by a 
Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of 
this clause; and

           (4) □ Have, □x have not, within a three-year period preceding this offer, been notified of 
any delinquent Federal taxes in an amount that exceeds the threshold at 9.104-5(a)(2) for which 
the liability remains unsatisfied.

                (i) Taxes are considered delinquent if both of the following criteria apply:

                     (A) The tax liability is finally determined. The liability is finally determined if it has 
been assessed. A liability is not finally determined if there is a pending administrative or judicial 
challenge. In the case of a judicial challenge to the liability, the liability is not finally determined 
until all judicial appeal rights have been exhausted.

                     (B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the 
taxpayer has failed to pay the tax liability when full payment was due and required. A taxpayer is 
not delinquent in cases where enforced collection action is precluded.

                (ii) Examples. (A) The taxpayer has received a statutory notice of deficiency, under 
I.R.C. §6212, which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. 
This is not a delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax 
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Court review, this will not be a final tax liability until the taxpayer has exercised all judicial 
appeal rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax
liability, and the taxpayer has been issued a notice under I.R.C. §6320 entitling the taxpayer to 
request a hearing with the IRS Office of Appeals contesting the lien filing, and to further appeal 
to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the 
taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no prior 
opportunity to contest the liability. This is not a delinquent tax because it is not a final tax 
liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the 
taxpayer has exercised all judicial appeal rights.

(C) The taxpayer has entered into an installment agreement pursuant to I.R.C.
§6159. The taxpayer is making timely payments and is in full compliance with the agreement
terms. The taxpayer is not delinquent because the taxpayer is not currently required to make full
payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent
because enforced collection action is stayed under 11 U.S.C. §362 (the Bankruptcy Code).

(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive
Order 13126). [The Contracting Officer must list in paragraph (i)(1) any end products being 
acquired under this solicitation that are included in the List of Products Requiring Contractor 
Certification as to Forced or Indentured Child Labor, unless excluded at 22.1503(b).]

(1) Listed end products.

Listed End Product Listed Countries of Origin
___________________

___________________

___________________

___________________

(2) Certification. [If the Contracting Officer has identified end products and countries of
origin in paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or 
(i)(2)(ii) by checking the appropriate block.]

(i) The offeror will not supply any end product listed in paragraph (i)(1) of this
provision that was mined, produced, or manufactured in the corresponding country as listed for 
that product.

(ii) The offeror may supply an end product listed in paragraph (i)(1) of this provision
that was mined, produced, or manufactured in the corresponding country as listed for that 
product. The offeror certifies that it has made a good faith effort to determine whether forced or 
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indentured child labor was used to mine, produce, or manufacture any such end product 
furnished under this contract. On the basis of those efforts, the offeror certifies that it is not 
aware of any such use of child labor.

(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the
acquisition of manufactured end products.) For statistical purposes only, the offeror shall indicate 
whether the place of manufacture of the end products it expects to provide in response to this 
solicitation is predominantly-

(1) □ In the United States (Check this box if the total anticipated price of offered end
products manufactured in the United States exceeds the total anticipated price of offered end 
products manufactured outside the United States); or

(2) □ Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Labor
Standards (Certification by the offeror as to its compliance with respect to the contract also 
constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt 
services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) 
applies.]

(1) Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-
4(c)(1). The offeror □ does □ does not certify that–

(i) The items of equipment to be serviced under this contract are used regularly for
other than Governmental purposes and are sold or traded by the offeror (or subcontractor in the 
case of an exempt subcontract) in substantial quantities to the general public in the course of 
normal business operations;

(ii) The services will be furnished at prices which are, or are based on, established
catalog or market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair 
of such equipment; and

(iii) The compensation (wage and fringe benefits) plan for all service employees
performing work under the contract will be the same as that used for these employees and 
equivalent employees servicing the same equipment of commercial customers.

(2) Certain services as described in FAR 22.1003-4(d)(1). The offeror □ does □ does not
certify that-

(i) The services under the contract are offered and sold regularly to non-Governmental
customers, and are provided by the offeror (or subcontractor in the case of an exempt 
subcontract) to the general public in substantial quantities in the course of normal business 
operations;
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(ii) The contract services will be furnished at prices that are, or are based on,
established catalog or market prices (see FAR 22.1003-4(d)(2)(iii));

(iii) Each service employee who will perform the services under the contract will
spend only a small portion of his or her time (a monthly average of less than 20 percent of the 
available hours on an annualized basis, or less than 20 percent of available hours during the 
contract period if the contract period is less than a month) servicing the Government contract; 
and

(iv) The compensation (wage and fringe benefits) plan for all service employees
performing work under the contract is the same as that used for these employees and equivalent 
employees servicing commercial customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies–

(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the
Contracting Officer did not attach a Service Contract Labor Standards wage determination to the 
solicitation, the offeror shall notify the Contracting Officer as soon as possible; and

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to
execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting 
Officer as required in paragraph (k)(3)(i) of this clause.

(l) Taxpayer Identification Number (TIN) ( 26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable
if the offeror is required to provide this information to the SAM to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of
this provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), 
reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations 
issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the Government to collect and report on any delinquent
amounts arising out of the offeror’s relationship with the Government ( 31 U.S.C. 7701(c)(3)). If 
the resulting contract is subject to the payment reporting requirements described in FAR 4.904, 
the TIN provided hereunder may be matched with IRS records to verify the accuracy of the 
offeror’s TIN.

(3) Taxpayer Identification Number (TIN).

TIN: ____83-2809841____________________________.

TIN has been applied for.

TIN is not required because:
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               Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not 
have income effectively connected with the conduct of a trade or business in the United States 
and does not have an office or place of business or a fiscal paying agent in the United States;

               Offeror is an agency or instrumentality of a foreign government;

               Offeror is an agency or instrumentality of the Federal Government.

(4) Type of organization.

Sole proprietorship;

Partnership;

Corporate entity (not tax-exempt);

Corporate entity (tax-exempt);

Government entity (Federal, State, or local);

Foreign government;

International organization per 26 CFR1.6049-4;

Other ________________________________.

(5) Common parent.

Offeror is not owned or controlled by a common parent;

Name and TIN of common parent:

     Name ________________________________.

     TIN _________________________________.

(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies
that the offeror does not conduct any restricted business operations in Sudan.

(n) Prohibition on Contracting with Inverted Domestic Corporations. (1) Government
agencies are not permitted to use appropriated (or otherwise made available) funds for contracts 
with either an inverted domestic corporation, or a subsidiary of an inverted domestic corporation, 
unless the exception at 9.108-2(b) applies or the requirement is waived in accordance with the 
procedures at 9.108-4.

(2) Representation. The Offeror represents that–
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                (i) It □ is, x□ is not an inverted domestic corporation; and

                (ii) It □ is, x□ is not a subsidiary of an inverted domestic corporation.

      (o) Prohibition on contracting with entities engaging in certain activities or transactions 
relating to Iran. (1) The offeror shall e-mail questions concerning sensitive technology to the 
Department of State at CISADA106@state.gov.
           (2) Representation and Certifications. Unless a waiver is granted or an exception applies 
as provided in paragraph (o)(3) of this provision, by submission of its offer, the offeror-

                (i) Represents, to the best of its knowledge and belief, that the offeror does not export 
any sensitive technology to the government of Iran or any entities or individuals owned or 
controlled by, or acting on behalf or at the direction of, the government of Iran;

                (ii) Certifies that the offeror, or any person owned or controlled by the offeror, does 
not engage in any activities for which sanctions may be imposed under section 5 of the Iran 
Sanctions Act; and

                (iii) Certifies that the offeror, and any person owned or controlled by the offeror, does 
not knowingly engage in any transaction that exceeds the threshold at FAR 25.703-2(a)(2) with 
Iran’s Revolutionary Guard Corps or any of its officials, agents, or affiliates, the property and 
interests in property of which are blocked pursuant to the International Emergency Economic 
Powers Act (et seq.) (see OFAC’s Specially Designated Nationals and Blocked Persons List at 
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx).

           (3) The representation and certification requirements of paragraph (o)(2) of this provision 
do not apply if-

                (i) This solicitation includes a trade agreements certification (e.g., 52.212-3(g) or a 
comparable agency provision); and

                (ii) The offeror has certified that all the offered products to be supplied are designated 
country end products.

      (p) Ownership or Control of Offeror. (Applies in all solicitations when there is a requirement 
to be registered in SAM or a requirement to have a unique entity identifier in the solicitation).

           (1) The Offeror represents that it □ has or □ does not have an immediate owner. If the 
Offeror has more than one immediate owner (such as a joint venture), then the Offeror shall 
respond to paragraph (2) and if applicable, paragraph (3) of this provision for each participant in 
the joint venture.

           (2) If the Offeror indicates "has" in paragraph (p)(1) of this provision, enter the following 
information:

          Immediate owner CAGE code: ____________________.
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          Immediate owner legal name: _____________________.

          (Do not use a "doing business as" name)

          Is the immediate owner owned or controlled by another entity: □ Yes or □ No.

           (3) If the Offeror indicates "yes" in paragraph (p)(2) of this provision, indicating that the 
immediate owner is owned or controlled by another entity, then enter the following information:

          Highest-level owner CAGE code: __________________.

          Highest-level owner legal name: ___________________.

          (Do not use a "doing business as" name)

      (q) Representation by Corporations Regarding Delinquent Tax Liability or a Felony 
Conviction under any Federal Law.

           (1) As required by sections 744 and 745 of Division E of the Consolidated and Further 
Continuing Appropriations Act, 2015 (Pub. L. 113-235), and similar provisions, if contained in 
subsequent appropriations acts, The Government will not enter into a contract with any 
corporation that–

                (i) Has any unpaid Federal tax liability that has been assessed, for which all judicial 
and administrative remedies have been exhausted or have lapsed, and that is not being paid in a 
timely manner pursuant to an agreement with the authority responsible for collecting the tax 
liability, where the awarding agency is aware of the unpaid tax liability, unless an agency has 
considered suspension or debarment of the corporation and made a determination that suspension 
or debarment is not necessary to protect the interests of the Government; or

                (ii) Was convicted of a felony criminal violation under any Federal law within the 
preceding 24 months, where the awarding agency is aware of the conviction, unless an agency 
has considered suspension or debarment of the corporation and made a determination that this 
action is not necessary to protect the interests of the Government.

           (2) The Offeror represents that–

                (i) It is □ is not □x a corporation that has any unpaid Federal tax liability that has been 
assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, 
and that is not being paid in a timely manner pursuant to an agreement with the authority 
responsible for collecting the tax liability; and

                (ii) It is □x is not □ a corporation that was convicted of a felony criminal violation under 
a Federal law within the preceding 24 months.
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      (r) Predecessor of Offeror. (Applies in all solicitations that include the provision at 52.204-
16, Commercial and Government Entity Code Reporting.)

           (1) The Offeror represents that it □ is or □ is not a successor to a predecessor that held a 
Federal contract or grant within the last three years.

           (2) If the Offeror has indicated "is" in paragraph (r)(1) of this provision, enter the 
following information for all predecessors that held a Federal contract or grant within the last 
three years (if more than one predecessor, list in reverse chronological order):

               Predecessor CAGE code: (or mark "Unknown").

               Predecessor legal name: ____.

               (Do not use a "doing business as" name).

      (s) [Reserved].

      (t) Public Disclosure of Greenhouse Gas Emissions and Reduction Goals. Applies in all 
solicitations that require offerors to register in SAM ( 12.301(d)(1)).

           (1) This representation shall be completed if the Offeror received $7.5 million or more in 
contract awards in the prior Federal fiscal year. The representation is optional if the Offeror 
received less than $7.5 million in Federal contract awards in the prior Federal fiscal year.

           (2) Representation. [Offeror to check applicable block(s) in paragraph (t)(2)(i) and (ii)]. 
(i) The Offeror (itself or through its immediate owner or highest-level owner) □ does, □ does not 
publicly disclose greenhouse gas emissions, i.e., makes available on a publicly accessible 
website the results of a greenhouse gas inventory, performed in accordance with an accounting 
standard with publicly available and consistently applied criteria, such as the Greenhouse Gas 
Protocol Corporate Standard.
                (ii) The Offeror (itself or through its immediate owner or highest-level owner) □ does, 
□ does not publicly disclose a quantitative greenhouse gas emissions reduction goal, i.e., make 
available on a publicly accessible website a target to reduce absolute emissions or emissions 
intensity by a specific quantity or percentage.

                (iii) A publicly accessible website includes the Offeror's own website or a recognized, 
third-party greenhouse gas emissions reporting program.

           (3) If the Offeror checked "does" in paragraphs (t)(2)(i) or (t)(2)(ii) of this provision, 
respectively, the Offeror shall provide the publicly accessible website(s) where greenhouse gas 
emissions and/or reduction goals are reported:_________________.

      (u) (1) In accordance with section 743 of Division E, Title VII, of the Consolidated and 
Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in 
subsequent appropriations acts (and as extended in continuing resolutions), Government agencies 
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____ Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians).

____ Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, Indonesia, 
Singapore, Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, The 
Philippines, Republic of Palau, Republic of the Marshall Islands, Federated States of Micronesia, 
the Commonwealth of the Northern Mariana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, 
Tonga, Kiribati, Tuvalu, or Nauru).

____ Subcontinent Asian (Asian-Indian) American (persons with origins from India, Pakistan, 
Bangladesh, Sri Lanka, Bhutan, the Maldives Islands, or Nepal).

____ Individual/concern, other than one of the preceding.
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SECTION 4 INSTRUCTIONS TO OFFERORS

4.1 QUOTATION DUE DATE & TIME

MUST be received on or before the date and time specified on the SF-1449.

In order to participate under this acquisition all interested parties must submit a quote in 
accordance with the terms and conditions stated herein.

The addressed designated for receipt of quotes is:
Attn:  Athena Straniere, Contracting Officer Email:  athena.straniere@bia.gov 

The subject line of the email must be as follows and include the RFQ number:
“Company Name Quote in Response to 140A1623Q0034”

*If within 24 hours after quote submission an offeror does not receive confirmation that their
quote was received, it is the offeror’s responsibility to confirm that their quote is received by the
designated recipient listed above. Confirmation should come directly from the designated
recipient.*

4.2 QUOTATION CONTENTS
In order to participate under this acquisition all interested parties must submit a quote in 
accordance with the terms and conditions stated herein.  
The submission must include the following information:

Company Information:
 Unique Entity ID
 Complete Business Mailing Address
 Contact Name, Phone Number & Email Address
 RFQ Number
 Quote Number
 Quote Date
 Pricing

Price Quote:  Pricing shall be in Firm Fixed-Price (FFP) format for the Offeror’s quoted 
solution to meet the needs of the requirement. Quoted price must address all elements of 
the SOW. 

4.3 CONTRACTOR INQUIRIES
Any questions related to this requirement must be submitted to the email listed in Section 
4.1 above no later than 2:00 PM EST, Thursday March 16, 2023.
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SECTION 5 ATTACHMENTS
1. SOW
2. Specifications

END
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This document contains confidential and proprietary information. 
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1.0 Executive Summary: 
 

Cobwebs is prepared today to support all the requirements set forth in the Request for Quote (RFQ) 
140A1623Q0034 and deliver the service, support and ongoing improvements required. 

 
Our approach to providing the necessary software to the Bureau of Indian Affairs (BIA) Office of Justice 
Services (OSJ) Murdered & Missing Unit (MMU) begins with our comprehensive open-source web 
intelligence  and support 
methodology to assure that designated BIA users can realize the benefits of Tangles as soon as possible, 
while building a foundation to exceed expectations over five years. 

 
Cobwebs’ Tangles is widely considered the most comprehensive open-source web intelligence search and 
analytical platform, and we are proud to be named the 2022 Entrepreneurial Company of the Year for 
Law Enforcement Digital Intelligence by Frost & Sullivan. 

 
With Tangles, MMU analysts will be best equipped to provide valuable support to active investigations, 
proactively provide leads in the development of new investigations, and greatly increase the unit’s ability 
to locate missing persons and build a relationship graph for investigative purposes. 

 
As a global leader, Cobwebs maintains the highest security, privacy and ethical standards associated with 
the use of open source and commercially available information such as the . 
Cobwebs is GDPR compliant, SOC2 certified, and certified by CybeRighTech which provides human rights 
quality assurance certifications. 

 
In addition to supporting Law enforcement, national security and homeland security officials with similar 
missions, including the  

, our experience includes charitable support to organizations that help law 
enforcement identify missing and trafficked individuals such as  

 
. 

 
As a SaaS based investigative platform, Cobwebs will configure Tangles to meet 100% of the requirements 
set forth in the SOW and Specification (RFQ Section V Attachments). 

 
Upon receipt of BIA’s order, Cobwebs will configure Tangles to meet the requirements and issue log-in 
credentials within 14 calendar days following the effective date of the order. 

 
In advance of system deployment, Cobwebs will activate a well-defined implementation, training, and 
service methodology to ensure BIA personnel can get the best of the solution offered – as soon as possible 
– and throughout the period of performance. 

 

2.0 Training and Support 
 

Cobwebs will provide BIA training and customer service support for all licenses, subscriptions, and any 
add-ons purchased. 

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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The training and support program for BIA will be customized based upon RFQ requirements and 
investigative needs identified by BIA technical representatives. For example, using Tangles, BIA analysts 
will learn how to create their own workflows and track updates as required. 

 
 
 

. 
 

BIA’s designated customer success manager will also arrange training on how to use Tangles service 
ticketing platform. The Cobwebs Help Desk is the first point-of-contact for global users to resolve 
operational problems. The Help Desk assists with troubleshooting and resolving related technical issues 
and is available 24x7 to BIA’ users. 

 
Through the ticketing system, operational problems are reported and recorded in a computerized, 
internal workflow management system. During an End User’s initial contact with the Help Desk, the 
Cobwebs Support Engineer assesses the issue with the End User to determine the severity of the End 
User’s System Problem. 

 
The designated Customer Success Manager will also coordinate: 

 
• Version updates: System updates for new minor versions of releases, documentation updates, 

including new sources and analytic capabilities. 
• Preventive Maintenance: Conduct regular system reviews and ensure on-going system health. 
• Reporting and Controls: Tangles is designed for the customer to have complete account provisioning 

controls through Administrative Users.  
 

. 
 

Our Customer Success team will also be in regular contact with BIA to understand additional sources or 
capabilities that would be beneficial to your mission. While we cannot guarantee specific new sources or 
capabilities, customer feedback plays a significant role in Cobwebs product road map and regular updates 
would be part of BIA’s annual subscription to Tangles. 

(b) (4)

(b) (4)
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3.0 Pricing 
 

In response to BIA RFQ 140A1623Q0034, Cobwebs is pleased to offer the following firm, fixed price (FFP) 
quote (Quote Number 1134) for a Tangles  subscription which meets 100% of the requirements 
set forth in the SOW and Specification (RFQ Section V Attachments). 

 
Tangles  Configuration for BIA MMU to include: 
• 
• 
• 
• 
• 
• 
• Self-Paced Training Included. 

 
CLIN Description Quantity UofI Unit Cost Total Quantity 

      
00001 1 License 

00002 1 Session 
10001 1 License 

10002 1 Session 
20001 1 License 

20002 1 Session 
30001 1 License 

30002 1 Session 
40001 1 License 

40002 1 Session 
     
    Grand Total $389,008.37 

 
Notes: 
1. 

2. 
time only basis for the base year/CLIN 0001. Pricing offered for all Option Years includes these 
services at standard pricing levels. 

3. Pricing for CLINS 30001 and 40001 includes
4. Training offered includes delivered remotely for all named users. 
5. 
6. Payment Terms are Net 30 days from system delivery date or exercise of Option Years. 
7. Quote is valid for 30 days from date shown on this offer. 

(b) (4)

(b) (4)

(b) (4)

(b) (4) (b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)



 

 
END USER LICENSE AGREEMENT (Nov 2022) 

(“EULA”) 
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