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This report collates insight drawn from monitoring of the narratives trending across preKremlin sites and social
media in across twelve countries in Central and Eastern Europe, as they relate to Russia’s war in Ukraine. The
data were collected and analysed by a number of NGOs, think tanks and researchers, and collated by the Open
Information Partnership (OIP), to promote knowledge sharing across the OIP network and the broader region.
The analysis contained in this report is the result of each group’s monitoring, it is not authored by and does not
represent the view of OIP, the FCDO or Zinc Network.
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The findings presented in this report represent the views of the authors and participating organisations. They
do not necessarilyreflect the views of the Open Information Partnership.

Technical support for this project was provided by LetsData (Ukraine).
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A coalition of 10 civil society organisations from across Eastern Europe monitored and analysed
Kremlin-aligned disinformation in 12 countries from 20 February B30 April 2023. The coalition
encompassed Armenia, the Baltics (Russian language), Belarus, Baria, Georgia, Hungary,
Moldova, Poland, Slovakiaand Ukraine. This report presents findings from the project, both at
the regional level and for each individual information environment. The insights have been
produced with contributions from the partici pating organisations in each country and the
technological partner for the project, LetsData (Ukraine), as well aslimited input from the OIP
team.

Regional

At the strategic level, the data collected across the monitored geography allows us to identify

some common approaches employed by preKremlin disinformation actors in different country

contexts. In states with a noteworthy Russian-speaking population such as Estonia, Latvia,

Lithuania, Moldova, and Ukraine, national governments are consistently lambasgd for their
JBKBXzXT >A" " -°| -M N MX|JIAE -Azw C °|] N ©°© N ~ar
predominantly Orthodox states such as Belarus and Georgia, the Ukrainian government is

regularly labelled as pagan, satanist, and a threat to Christians amand the globe for its supposed

crimes against the Church. Given the relatively high levels of trust the Church enjoys in these

0 JoXT J«T °| X °X3E) MAEX«X T -Z «J33JO EX" JNNA’
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In states with a relatively close geographic proximity to Russia or Ukraine such as Armenia, the

Baltics, Georgia, and Moldova, preKremlin actors focus on the threat of the war expanding,

often linking this narrative to other content to ensure it pervades the information environment

as extensively as possible. In cases such as Georgia and Moldova, democratic or pidvestern

politicians are systematically accused of being pawns of global elites othe US who have been
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The data also demonstrates the existence of a cross-border network of outlets, pages, and
channels that serve to amplify pro-Kremlin narratives. This is most notable across the
monitored Telegram channels as many of the countries included as part of this study have
nascent or growing Telegram communities and usage In some cases,such vectors suggest
coordinated behaviour and the existence of an expandingdisinformation architecture . In other
cases, the vectors operate organically and are more selective in the content they amplify,
suggesting that they are not consciously part of this architecture but still view a degree of
alignment with the Kremlin or certain Kremlin-backed narratives as valuable for political or
financial reasons Across both these primary and secondary categories of actors, we can see
the emergence of a regional Telegram network propagating either Kremlin-produced or
Kremlin-aligned content into foreign information spaces. In particular, Bulgaria, Slovakia,
Armenia, and Moldova have small but growing Telegram communities that, despite their size
and short history, have a considerable number of connections with pro-Kremlin networks in
Russia, Belarus, and Ukraingas well as RussiadanguageTelegram channels in the Baltics

Even in those countries for which Telegramis not yet a major platform, we have observed
evidence of its growing influence. In Moldova, we witnessed a spike ininterest in pro-Kremlin
content after the government enforced a ban on Russian media in December 2022 In most




monitored countries, new channels were establishedthroughout the research period and were
continuing to grow their audiences at the end of this project.

The data revealsa degree of consistencyin the tactics of pro-Kremlin disinformation actors.
These include the use of statementsmade by Western figures in disinformation content , often
out of context or quoted selectively, to portray the West as being divided, corrupt, or nefarious.
We also identified the use of fake official government or milit ary accounts, including the use
of duplicate Ukrainian military accounts to strengthen the narrative that Russian victory was
inevitable and sow confusion around a particular (often imaginary) event Another common
strategy is to either directly republish Kremlin-produced content, such as RT or Sputnik, or to
translate it into the local language and publishit as if it was produced domestically. Tactics such
as these are underpinned by the ubiquitous practice of cross-posting and resharing content
across the network, which serves as a mutually beneficialmechanism to amplify content and
grow audiences.

Where these approaches arenot suitable to a specific context, the narratives purveyed by pro-
Kremlin actors revert to broader themes such as thedecadence and immorality of the West,
Ol X z]-"° KB °EZ -ZzT*}TWX ® -Nandthe iEPthpaibdaridibns huft -
the West more than Russia.The investment of more resources in Georgiathan in Hungary, for
example, and the extent to which disinformation content is localised to specific contexts
revealsa degree of prioritisation, organisation, adaptation, and planningby pro-Kremlin actors,
as well as a reasonable understanding of their audiences Nevertheless, the presence of
contradictory messaging and the crudeness of much of thedisinformation content B not to
mention the growing absurdity of claims of Russian victories on the battlefield (such as claims
of the recent conquest of Bakhmut in every week of the reporting) Brevealsclear weaknesses
and vulnerabilities in this pro-Kremlin network.

Country -specific

Armenia: Pro-Kremlin actors in Armenia focused on linking support for Ukraine to the risk of
renewed conflict with Azerbaijan. In some instances, narratives stressed that distancing
Armenia from Russia would leavethe country vulnerable. In more extreme cases proKremlin
actors attempted to draw a connection between the Ukrainian counter -offensive and the
- ° X« «BecondfroltZ zJ zJ « Dsupposhdly orchdstrated by global elites, the USA,
or the West, and manifested by an attack on Armenia by Azerbaijan

Baltics (Russian language)in the Russian language information environment spanning Estonia,

Latvia, and Lithuania, most of the content produced and promoted by pro-Kremlin actors

focused on two areas: the supposed persecution of Russianspeaking communities in each

country,- 3 °| X z6JE “azZ -Z X ©°| X% o X #JK° N z- /EX3«?,
° X zZN-KKXN° AEX FX °ZY . «°X3X ° «zKEW «J33J° [EX’
not detected in the outputs of the monitored channels.

Belarus. We expectedly found a dense, interconnected network of disinformation actors in
Belarus selectively echdng Kremlin narratives that focus on presenting the West as being
divided and in chaos while Belarus remains peacdul and in order. In addition, narratives aimed
at discrediting Ukraine are amplified, with a particular focus on the supposed persecution of
Orthodox Christians and Nazism of the Ukrainian government.

Bulgaria: Pro-Kremlin actors in Bulgaria remained focused on attempting to discredit the
Ukrainian government with allegations of Nazism, incompetence, or having no regard for




human life. These narratives intersected with ongoing efforts to portray Bulgaria as being at
risk of being dragged into the War in Ukraine at the behest of nefarious Western powers.
Following the parliamentary elections of April 2023, pro -Kremlin actors renewed their efforts
to discredit the West and Western media.

Georgia: Pro-Kremlin actors in Georgia focused on three key topics throughout the monitoring

period: 1) the risk of the war expanding - 3 ° | X - ° X« «z -Z J zZ XN-«T Z3
the opposition, independent media, and civil society, which are labelled as puppets of the West;

2) allegations that the West is interfering in Georgian issues, which became particularly salient

during the protests against the Foreign Agents bill; and 3) ongoing efforts to discredit the

Ukrainian government, with a particular focus on the supposed persecution of Orthodox

Christians.

Hungary: The dominance of government-affiliated media in Hungary and its sympathetic
coverage of pro-Kremlin narratives means there is little need for a directly Kremlin-backed
disinformation architecture in the country and leaves many narratives completely unchecked.
In contrast to other countries of this study, | ittle evidence was found of an emerging, influential
Telegramnetwork. In this context, pro-Kremlin actors focus on portraying the West as forcing
its ideology on states such as Hungaryat the expense of traditional values and the Ukrainian
government as persecuting Christians and national minorities, including Hungarian citizens of
Ukraine.

Moldova: Narratives concerning energy dominated the Moldovan information environment
throughout winter bu t tapered off during the initial weeks of monitoring and eventually ended
in March. In their place, pro-Kremlin actors redirected their messaging to centre on the risk of
the war spreading, attempts to discredit the Ukrainian government , and accusations that the
Moldovan government is Russophobic and a pawn of the West. We also found evidence that
Telegramuse increased considerably after a government ban on preRussian media came into
force in December 2022.

Poland: Much of the network that were monitored in Poland has evolved from antivaccine
channels that have now demonstrably shifted their focus to amplifying pro-Kremlin narratives
about Ukraine. These largely focus ondiscrediting Ukraine , usually by linking current affairs
with actors and events of the Second World War such as the Volhynia massacre. In addition,
the provision of aid to Ukraine is linked to the risk of the war expanding.

Ukraine: Telegramchannels inUkraine represent a well-established network that is connected
to pro-Kremlin sources. This network amplifies narratives that are largely concentrated on
portraying battlefield events as Russian victories, discrediting the Ukrainian government ,
arguing that the West is exploiting Ukraine for its own interests, or highlighting the risk of the
war escalating B the latter case primarily concerns a nuclear catastrophe.
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This report provides an overview of nine weeks of monitoring of pro -Kremlin disinformation
channels conducted by a coalition of 10 member organisations of the Open Irfformation
Partnership (OIP) across 12 countries in Eastern Europe: Armenia, Belarus, Bulgaria, Estonia,
Georgia, Hungary, Latvia, Lithuania, Moldova, Poland, Slovakia, and Ukraine. The participating
organisations systematically collected and analysed datafrom select lists of known
disinformation channels in each country, with a focus on online news portals, Telegramgroups,
and, in some instances, Facebook pages.

For the purposes of this report, disinformation is defined as:

9 False or misleading information spread deliberately via Kremlinbacked or Kremlin-
aligned outlets.

1 Not-attributable, false, or misleading information which fits with existing pro -Kremlin
narratives, aims or activities.

1 Content based on verifiable information which is unbalanced or skewed, amplifies, or
exaggerates certain elements for effect, or uses emotive or inflammatory language to
achieve effects which fit within existing Kremlin narratives, aims, or activities.

1 For the purposes of this report, disinformation also can be spread eiher organically
through human ignorance and uncertainty or through poor journalistic standards, as
long as the narrative in question verifiably originates with Kremlin-backed or Kremlin-
aligned sources.

The monitoring data have been provided by OIP technical partner LetsData. They are drawn
from 200 pro-Russian sources, which include five media outlets and 15Telegram channels.
These channels and outlets were selected OIP groups, based on their local expéise and
knowledge of national disinformation landscapes.

The aim of the project was to provide timely insights to a broad range of stakeholders (including

partner governments, civil society organisations, journalists, and researchers) on the latest
developments and emerging trends in pro-Kremlin disinformation channels. In addition to

assessing the evolution of disinformation narratives and subnarratives, the participating

organisations provided expert analysis of the key ProKremlin actors in each courtry, the

tactics, and strategies that they employ, and the goals they pursue.

This country-specific analysis is supplementedwith analysisby the OIP team and the technical
partner on the project, LetsData, each of whom have a unique regional perspective.These
analyses provide an important contribution to our understanding of how pro -Kremlin
disinformation spreads across the targeted geography and aims to inform strategic
communications, policy development, and media coverageacross the covered region.

If you have any questions about data cited in this report, please contact info@Ietsdata.net




METHODOLOGY

The research and analysis of the Ukraine War Disinformation Working group aims to
answer the following questions:

1. Which pro-Russian malign narratives about Ukraine are prevalent in each country's

online discourse?

2. What vulnerabilities are exploited bynanipulativeinformation and malign narratives
about Ukraine?

3. How do Telegramchannels at local and interregional levels inteta@nd propagate
Russian malign narratives?

200
PRO-RUSSIAN
SOURCES

12 20 FEB- 23 APR

COUNTRIES 2023

This methodology aims to capture the growing influence of Telegram as a key
disinformation platform while maintaining insights from Facebook for countries in which it
remains a dominant platform and Telegram is nascent The study evaluates five media
outlets and 15 Telegram channels for most countries; however, there are exceptions to
this split. One example isUkraine, in which, given that Telegramis a primary information
sharing platform, there are an additional five Telegramchannelsrepresenting media outlets
in place of web portals.

1 Armenia, Baltics (Russianspeaking sources in Estonia, Latvia, Lithuania), Belarus,
Bulgaria, Poland,Moldova, Ukraine: Analysis of Telegramand media outlets.
1 Georgia, Hungary, Slovakia Analysis of Telegram, media outlets, and Facebook.

Each Working Group member nominated the 3 N - Astettéd Balifcesbased on their
own assessment of the channels likely to share preRussian messagesnd their collective
representativeness of each respective ecosystam. Given the significant variation in scope
and reach of the Telegram networks in each country, in combination with the variation of
additional monitored sources,the limit of 20 sources per country was enforced to allow
greater comparability between countries. This allows us to draw comparative conclusions
about the richness of each national Telegram network and the degree to which these
national networks interlink with each other and the domestic Russian information space.




A weekly keyword search was run in each country against these lists of channels, pages
and portals and samples of 50 posts were collected. These samples were selected based
on two criteria: the first is source type, with 70% of posts coming from Telegram (or 35%
Telegram and 35% Facebook) and 30% from web portals. The second is the number of
views, with half of the posts from each source (media outlet, Telegram, and Facebook)
having the highest number of views overall that week. The other half of the sample in each
category was randomised in order to diversify the content and increase the capacity to
identify germinating pro -Russian narratives. These posts were then coded according to a
set list of primary narratives and an evolving list of secondary narratives.For this report,
overall insights (i.e.not those found in the country -specific sections) are based on the total
dataset collected and analysed by LetsData rather than these weekly 50 post samples.

LetsData adheres strictly to privacy and security principles, using only publicly accessible
data. The data was prepared and processed using Python, with libraries like spaCy, Torch,
and Scikit-Learn. Techniques from Natural Language Processing were applied to identify
discourse patterns, and the text-processing approach employed content and network
analysis, including topic modelling and narrative dynamics.

Disclaimer: The phrase "the West" is used throughout to showcase the language offfuesian

sources, however, we encourage you not to use it outside of the context of descrlblng malign

information influence. This may fuel the narrative that the sbl J XXKX T 2 N- XOKX N°
undue control over Ukraine. We recommend specificity: Europe, the EU, the US, NATO.




KEY GOALS OF PRORUSSIAN INFORMATION
MANIPULATION AND INFLUENCE IN EUROPE

Fuelling Distrust

Reframing Support

for Ukraine as
Malign Influence

OA" ©°
Actions

ZE
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Pro-Russian sources continually strive to present themselves as "alternative
perspectives', systematically driving a wedge between audiences and
reputable sources and institutions. This tactic exacerbates media and
informational echo chambers and intensifies confusion, uncertainty, and

Russian malign narratives consistently depict any support for Ukraine as an
outcome of external governance or influence, particularly from "the West", or
pro-war. This tactic attempts to undermine the legitimacy of pro-Ukrainian
movements and narratives by implying that they are foreign-funded or
controlled or support military escalation and expansion of the war.

Pro-Russian sources work towardscreating empathy for Russia, its citizens,
and its army. By portraying Russia and its people as victims and linking their
actions to their historical role in countering Nazism, these sources aim to
justify Russia's actions in the war against Ukraine.

Narratives

The West
controls
media
space and

restricts
freedom of
speech

To reach these goals, Russia utilises various messages united by their roots in shared primary
narratives, but with specific hyperlocal adaptations. Here is a detailed outline of some of the most
prevalent narratives and messages acrosall 12 countries, reframing support for Ukraine as a malign
influence and fuelling anti-democratic conspiracies:

All-country

* West

messages

Country-specific messages

== The West imposes its gender agenda to harm
Hungarian children.

== The West finances oppositional media to destabilize
the countries.

== Polish media is controlled, promotes Ukrainian
propaganda and alternative voices are being
silenced.

== o= = Russians in the Baltic countries are afraid to say
what they think because of repression.

— Bu.@a is a project of British special propaganda.

created a
pro-
WSEIGIED
propaganda
system full
of lies.




The West
interferes
internal
affairs of
the other
countries

The West
seeks to
spread the
war

¢ Ukraine is a

Western

puppet
state.

The USA
resumed the
program of
building
biolaborator
ies in
Ukraine.

The US
spies on its
allies.

West was
preparing
Ukrainians
for war
pumping
Ukraine with
weapons.

West is
trying to
provoke
World War
Ml

The US is
leading
Europe to
collapse
making it a
direct party
in the war.

== Ukraine is pressuring Maria Sandu on the whim of
Western lobbyists, in an attempt to instigate a
provocation in Transnistria.

= == = The protest in Thilisi is very reminiscent of the
revolution in Kyiv in 2014. Both cases were influenced
and controlled from the outside.

== The West finances the Hungarian opposition to
promote its war obsession and destabilize Hungary.

== \Western cultural imperialism destroys Hungarian
traditional society.

== The US seeks to depopulate developing countries
using bird flu.

— — = An outbreak of bird flu in Lithuania is caused by
American experiments in biological weapons labs over
the Baltic region.

== The West is not interested in the security risks that the
transfer of fighter jets poses to them, so they put
pressure on Slovakia.

-= Funded by the US, Radicals in Armenia encourage
Armenians to participate in a foreign war.

- The West is trying to erase Armenian identity and
statehood.

== The US finances NGOs that are preparing for a
revolution in Armenia to bring fully controlled anti-
Russian forces to power.

@ The West controls all departments and authorities in
Moldova.

g Sandu and her party are political "puppets" of
Washington and "warmongers."

@ The government wants to drag our country into the
war in Ukraine.

@ The West attempts to escalate the Transnistrian
conflict with the hands of the so-called "Kyiv Nazi
regime".

B = == he West wants to draw Moldova into the
Ukrainian conflict.
g Ukraine is trying to drag Romania into the war.

== am | he West seeks to expand the war to Taiwan.

== == Western countries are leading the world towards
nuclear armageddon by supplying ammunition filled
with depleted uranium to Kyiv.
== = The West fuels anti-government movements in the
post-Soviet region to repeat the Ukrainian scenario.
- | he conflict between Azerbaijan and Armenia is
beneficial to the West. The USA is deliberately
inciting a war to destabilize Russia.
— The Anglo-Saxons are preparing a large-scale
provocation against Iran.
— Azerbaijan will become a tool for NATO and Israel to
attack Iran.
— The US and Great Britain want to start a big war in the
Middle East.




KEY INTERNATIONAL EVENTS

During the monitoring period, we discovered 14 key events or discussions concerning Ukraine
that were utilised by the monitored pro-Russian sources in five or more countries across the

entire geography as the basis of malign information campaigns.

Followthis link for a more detailed version of the treemap below featuring-tyuntry indication of
prevalenceA treemap is a diagram representing hierarchical data in the form of nested rectangles,

with the area of each rectangle cagsponding to its quantitative value

Persecution of i
A“eged Moscow-linked | Battles for

Frontline news threats to :
> Orthod
Transnistria éhu?CﬁX Bakhmut

Zelenskyy in
Warsaw :
Pentagon leaks i |
Tatarsky arrest |

murder :
warrant |

China's peace plan

Protests against import ]
of Ukrainian grain Attack in Bryansk | Macronin | Tanks for |
region Beijing Ukraine |
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https://public.flourish.studio/visualisation/13885399/

ACTORS

Throughout the monitoring period, four key types of actors have been identified across the

monitored geography asbeing sources ofpro-Russiandisinformation : 1) actors that are directly

controlled by Russian intelligence-related entities; 2) channels that are directly linked to

Russian media outlets; 3) channels that are controlled by local supporters of Russia in each

country; and 4) channels controlled by local far-right forces. These actors are active across
Telegram(the primary medium assessed in this project) in addition to anonymous online portals
and, in some cases, Facebook.

Why Telegram?

Telegram has beenchosen asthe primary focus of this study becausethe platform has seen a
steady rise in popularity and has had a key informational roleacross the monitored region. In
Ukraine specifically, the average time spent on the platform hassurged from five to 40 minutes
per day since the start of the Russian fullscale invasion and hasoften been the most easily
available- if not the only - source of information for people inC! 3 J tempaZafily occupied
territories . Besides Ukraine, Telegramhas also had a key role irthe distribution of information
in other countries, particularly Belarus and Russia itselfand has become one of the channels
of communication most actively used by Russian and preRussian actorsof all kinds to
propagate disinformation, including state institutions, political figures, state-backed journalists,
and influential fringe voices such as military bloggers and far-right agitators. This was
particularly evident during the COVID -19 pandemic and has continued to evolve throughout
the Russian invasion of Ukraine

In countries like Armenia and Moldova, Telegramis among thetop-ten messaging applications,

and it continues to be actively used in other countries including Bulgaria, Poland and Slovakia

to spread disinformation about Ukraine. F | K X 0z’ a°.3073Jgo0 0. -0X ©
of popularity varies between different countries and should not be considered t he sole source

of disinformation (In Hungary, for example, Viber remains popular among the public and pro

governmental media outlets are known to spread disinformation narratives across the country

using traditional online platforms, but was outside the scope of this reseach), Telegram has

indeed become a hub for the dissemination of malign narratives and manipulative information

across the monitored geography. Its influential role in the information environment is likely to

grow.

Links to Russian intelligence

Results from this monitoring have revealed that a substantial number of Telegram channels

promoting malign narratives about Ukraine and the democratic world are anonymous . A lack

of formal affiliation with a certain individual or political party creates op portunities to attract

new audiences thatmay beinclined to mistrust differentformsof z° | X X~ °©JMK | @ X«° Z
z J K° X3 sources offidfatmation. This dynamic is part of the success behind channelslike

72Xz ©° 2a«EZ J WYKraing Boichamndsheadilyrelx- « 2z «  z| °that J «T ~ -
areNK- "~ X ©°- ©°| X canveyE¥elingSodexclustvity’and legitimacy to their audiences.

While they claimto z A« N- /EX3 Z wirkigs okpbliKcal«dyn#imics, the cynicism and

pragmatism they use to develop communications often act as afacade for promoting malign
narratives that specificallyC! 3 J «XZ~ 2 K ©°9J3E J«T °-K ° NJIJK KXJI-
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https://www.theatlantic.com/technology/archive/2023/06/telegram-app-encrypted-messaging-russia/674558/
https://www.france24.com/en/live-news/20230621-in-east-ukraine-people-turn-to-telegram-for-war-news
https://www.similarweb.com/blog/research/market-research/worldwide-messaging-apps/
https://www.isdglobal.org/digital_dispatches/a-false-picture-for-many-audiences-how-russian-language-pro-kremlin-telegram-channels-spread-propaganda-and-disinformation-about-refugees-from-ukraine/

within the country. Both channels were cited on a list of Telegram channelsthat the Security

Service of Ukraine believes to be run directly by the intelligence authorities of the Russian

Federation. Theseconstitute a substantial challenge to local information security, as they form

a network with other Russian and pro-Russian channelsb such as that owned by Ukrainian

pro-Russian blogger Anatolii ShariyUse of anonymity has also been found in similar, Russian

backed and pro-Russian channels in other countries such as Belarusand - KT- £ 3 YXY 2z
1J 3 ° FuorteBr¥search and investigations should attempt to identify evidence of similarly

direct involvement of Russian intelligence or soft-power networks in anonymous Telegram

activity beyond Ukraine and Belarus

Links to Russian media

Another important type of actor that was explored through this research includes channels

that are directly linked to Russian media outlets promoting disinformation . Examples of these

includez 6 XC~ * 3 - « °(aleca bréneh ofth@FSBrunz 6 XC~ * 3 - «°Z ©°| J° | J M
spreading malign narratives since 2014 and z > A # J g Rusblah outletoperating in Latvia,

Lithuania, and Estonia® which activity has limited by local legislation). Like other sources of

Russian disinformation banned in certain countries, theyZ /BMifted their presence to Telegram

to remain in touch with their audience, often after having their activity via web portals or

Facebook pages restricted

Local supporters of Russia

Given they are foreign sources that are explicitly directly affiliated with Russia, this second

category, however, may be argued to have more difficulties recruiting new followers and

supporters, particularly after the start of the full -scale invason of Ukraine. As the public

perception of Russia grows increasingly negative in 2023, the significance of local proxies in

promoting Kremlin messagingcontinues to increase. This third category of actors has been

categorised aslocal supporters of Russia,and usually manifested in the form of politicians and

oligarchs that have close business connections with Russia and enjoy political influence back

at home. This group is evident, for example, in Moldova, where the former president Igor

Dodon and actors linked to him actively attempt to regain power D& - T - eolieague Bogdan

/3 TXJ MX «z J2-«z ©°] X-Réssidn®actork in theMdgal inférmaXion X « © ° 3
environment. Georgia is also substantially exposed to the influence of this group, where the

3AK «z zZ+4X-32z J« &3IXJ2Z °ICXKEZIB- £X2RB«®befl 9] XCXJ
much of the Russian messaging for the internal use.

Far-right organisations

This similar tactic is often used by local far-right organisations, however it should be noted
that distinguishing between these groups andlocal supporters of Russiais not always possible.
Lines are particularly blurred in Hungary, where the pro-government media actively utilises
anti-Western narratives that constitute a substantial part of Russian disinformation system.
Given the increasingalignment between Budapest and Moscow, the amount of anti-Ukrainian
messages disseminated by media affiliated with the government does not come as a surprise.
In Poland and Slovakia, however, the® A M Kattitdde ‘towards Russia is more negative, and
local far-right actors usually cannot be consideredto be consistently pro-Russian. In situations

14



https://imi.org.ua/en/news/sbu-named-telegram-channels-coordinated-by-russia-s-special-services-i44524
https://home.treasury.gov/news/press-releases/jy0126
https://www.pewresearch.org/global/2022/06/22/ratings-for-russia-drop-to-record-lows/

akin to this, radical forces were observed targeting Ukrainian refugees, presenting them as a
threat to national security and campaigning for an end to sanctions - relying on economic and
social populism in order to boost support among the electorate.

It should be noted that the suggested categorisation of actors outlined above is flexible. While

some of the actors disseminating Russian narratives areexplicitly tasked to do so by

organisations directly linked to the Kremlin (the first two groups), others (the last two groups)

more often exploit and recycle the pro-Russian talking pointsin order to further their own

agendas This facilitates the formation of situational partnerships and networks that are based

on mutual interest: Russian sources receive an opportunity to expand their audience by proxy,
while the local supporters and especially the farright actors get a tool for domestic political

promotion. Such partnerships, as well as the direct links between the local actors and the
Russian intelligence servicesshould be a point of interest for the domestic security agencies b
despite acknowledging the fact that internal situation in Hungary and Georgia undermines the
possibility of constructive threat mitigation in the near future.

15




PRO-RUSSIAN TELEGRAM CHANNELS

Networks of pro -RussianTelegramchannels form a tightly interconnected cluster across
numerous countries (. These networks are bridged through influential Russian channels,
like RT, TASS, RIA, as well as significant local channels, such as Ukraine.ru, Open Ukrair
Azarenok, STV, Bulgaria Z, Khroniki Armenii, Antifashysty Pribaltiki, Moldavskaya
Politika, etc. This cross-border network serves as a vehicle for the coordinated
dissemination of pro -Russian rhetoric on an international scale.

The identified connections can be classified into three types based on the density of network
connections and the size of their clusters.

Medium-sized networks .
with potential for Large pro-Russian
growth networks

Small, poorly
connected networks

Hungary, Poland, Georgia, Ukraine, Belarus

Baltic states,Armenia, Bulgaria,
and Moldova

and Slovakia

1 57% of posts shared across digital bordersconcern Ukraine. This frequency indicates
that the war against Ukraine is a unifying topic connecting pro-Russian Telegram
channels at intra- and inter-country levels. This hints at coordination within Telegram
channels across countries, primarily in the Russian language.

9 Instances of similar messages being shared between channels from different countries
also suggest a coordinated effort. Topics such as "Ukrainian terrorists," the "Kiev
regime,” alleged "provocations" in Transnistria and Russia, and accusations of the
Ukrainian army attacking civilians are among the most prevalent.

1 There is a unique content track aimed at discrediting Ukraine through supposed
"Western" actors circulating on intra - and inter-country levels. This includes narratives
like Elon Musk allegedly banning Starlink terminals for Ukrainian drones, Italian
journalist Vittorio Rangeloni's claims of Ukrainian attacks on residential buildings, and
"American sources" reporting a missile strike on a NATO controlcentre in Kyiv.

1 While the overarching network is divided into country -specific networks, the ties
binding these country -specific networks can be weak in some cases as observed in
Moldova, Ukraine, and Georgia.

1 Most country networks feature at least one high -subscriber centre (e.g., Ukraina.ru or
Open Ukraine) that acts as a hub, connecting local preRussian accounts and promoting
Russian ones. In some instances, the accounts of opinion leaders and "experts" can act
as connectors within the country -specific network.

1 Separae from the main cluster, Georgian and Hungarian Telegram channels form
distinct networks , with Polish accounts also showing less connectivity. Sputnik's
regional channels, especially those targeting Georgia, appear somewhat isolated from
the main cluster.
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